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ABSTRACT 

This  study  examines  the  concept  of  network-centric  warfare  with  the  aims  of  characterising  network 
centricity  as  clearly  as  possible  and  identifying  metrics  for  'level  of  net-centricity'.  Properties  of 
network-centric  systems,  as  expounded  in  the  literature,  were  critically  examined  to  derive  examples  of 
suitable  metrics.  This  examination  suggests  that,  except  for  the  provision  of  reachback,  none  of  the 
properties  is  clearly  diagnostic  of  network  centricity:  it  is  possible  to  conceive  of  systems  displaying  one 
or  more  of  them  despite  not  being  net-centric  as  we  imderstand  the  term.  This  means  that  metrics  for 
these  properties  are  not  well  correlated  with  the  degree  of  network  centricity  of  the  system.  Another  list 
of  properties  was  compiled,  derived  from  characteristics  of  the  internet  and  other  effective  networks, 
that  is  better  suited  to  the  identification  of  network  centricity.  Consideration  of  this  led  to  the  conclu¬ 
sion  that  access  to  a  high-capability  network  is  not  sufficient  for  a  system  to  be  network-centric,  it  is 
also  necessary  that  the  network  be  used  in  an  appropriate  manner — a  manner  supporting  the  force  as  a 
whole,  rather  than  being  focused  on  the  needs  of  a  particular  unit  or  platform.  Not  only  must  the  right 
information  be  available  to  the  rigjit  person  at  the  right  time  in  the  right  form,  but  also  it  must  be  put  to 
the  right  use.  This  emphasis  on  motivation  in  the  definition  of  network  centricity  parallels,  though  is 
distinct  from,  recent  work  emphasising  human  aspects  in  command  and  control  (C^).  As  with  C^, 
network  centricity  is  not  just  about  hardware.  The  question  of  defining  a  general  metric  that  faithfully 
indicates  level  of  network  centricity  is  examined  with  the  aid  of  a  specific  example,  but  remains  open. 
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Network-Centric  Warfare — 
Its  Nature  and  Modelling 


Executive  Summary 

Network-centric  warfare  (NCW)  is  the  central  concept  driving  the  current  revolution  in 
military  affairs.  For  this  reason,  there  is  a  need  for  operational  analysis  of  net-centric 
systems  to  aid  the  development  of  appropriate  doctrine  and  training  programs,  and  to 
provide  advice  on  the  acquisition  of  the  expensive  communications  and  information¬ 
processing  equipment  likely  to  be  required.  However,  immediately  the  problem  arises 
that  definitions  of  network  centricity  lack  clarity,  making  them  difficult  to  apply  to  spe¬ 
cific  situations.  This  means  that  it  is  at  present  difficult  to  recognise  network  centricity, 
or  its  absence,  in  a  particular  case.  Hence,  it  is  difficult  to  ascribe  a  gain  in  effectiveness 
that  may  be  observed  in  a  modelling  or  experimental  study  with  changes  in  the  level  of 
net-centricity.  This  report  explores  the  issue  by  formulating  a  sharper  conceptualisa¬ 
tion  of  the  rwture  of  network  centricity  than  is  generally  found  in  writings  of  its  propo¬ 
nents.  The  aim  is  to  determine  as  precisely  as  possible  what  it  means  to  be  network 
centric,  as  a  starting  point  for  studies  aiming  to  quantify  the  benefits,  if  any,  of  a  net¬ 
work-centric  orientation. 

Characteristics  of  network  centric  warfare  (NCW),  as  expoimded  in  the  literature, 
are  collated  in  this  report  and  elaborated  sufficiently  to  lead  to  examples  of  metrics  that 
may  be  of  use  for  quantifying  the  level  of  those  characteristics.  At  the  highest  level, 
these  characteristics  include  such  things  as  an  elevated  speed  of  command,  high  levels 
of  self-synchronisation  and  shared  situational  awareness  amongst  the  elements  of  a 
force,  provision  of  reachback  facilities,  and  so  on — ^the  so-called  emergent  properties  of 
NCW. 

The  high-level  characteristics  of  NCW  are  then  examined  in  detail  to  determine 
the  extent  to  which  they  can  be  used  as  indicators  of  network  centricity:  can  we  say 
that  a  system  must  be  net-centric  if  it  possesses  one  of  ti\em?  The  answer  is  no,  except 
for  the  provision  of  reachback.  In  every  other  case  it  is  possible  to  conceive  of  a  non- 
net-centric  system  that  shows  the  property  in  question. 

Since  the  emergent  properties  of  NCW  do  not  provide  a  reliable  route  to  the 
recognition  of  net-centricity,  we  sought  another  way,  through  the  compilation  of  a  list 
of  properties  derived  from  characteristics  of  the  internet  and  other  effective  networks. 
This  list  is,  we  believe,  better  suited  to  tire  diagnosis  of  network  centricity  and,  perhaps 
more  importantly,  it  points  to  a  key  element  in  its  nature,  namely  the  manner  in  which 
the  system  is  used.  In  our  view,  access  to  a  high-capability  network,  though  vital,  is  not 
sufficient  for  a  system  to  be  considered  network-centric,  it  is  also  necessary  that  the 
network  be  used  appropriately,  namely  in  a  manner  that  supports  the  force  as  a  whole. 
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rather  than  its  use  being  focused  on  the  needs  of  a  particular  unit  or  platform.  This  con¬ 
cept  is  distilled  in  tiie  following  definition  of  NCW: 

Network-centric  warfare  is  the  conduct  of  military  operations  using  networked 
information  systems  to  generate  a  flexible  and  agile  military  force  that  acts  under 
a  common  commander's  intent,  independent  of  the  geographic  or  organisational 
disposition  of  the  individual  elements,  and  in  which  tiie  focus  of  the  warfighter  is 
broadened  away  from  individual,  unit  or  platform  concerns  to  give  primacy  to 
the  mission  and  responsibilities  of  the  team,  task  group  or  coalition. 

In  short,  we  advocate  the  addition  of  a  fifth  'right'  to  the  usual  four:  not  only  must  the 
right  information  be  available  to  the  right  person  at  the  right  time  in  the  right  form,  but 
also  it  must  be  put  to  the  right  use.  This  emphasis  on  motivation  in  the  definition  of 
network  centricity  parallels,  thougji  is  distinct  from,  recent  work  emphasising  human 
aspects  in  command  and  control  (C^).  As  with  C^,  network  centricity  is  not  just  about 
hardware. 

What  does  this  mean  for  metrics?  Since  the  emergent  properties  of  NCW  are  not 
diagnostic  of  network  centricity,  their  metrics  might  not  correlate  well  witii  degree  of 
net-centricity.  We  discuss  an  example  from  the  modelling  of  maritime  interception 
operations  that  shows  explicitly  and  quantitatively  the  gain  in  effectiveness  achievable 
by  the  'broadening  of  warfighter  focus'  alluded  to  in  our  definition  of  NCW.  However, 
the  metric  concerned  is  scenario-specific.  The  question  of  how  to  define  a  general  scen¬ 
ario-independent  metric  for  degree  of  network  centricity  remains  open. 
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1.  Introduction 

Network-centric  warfare  (NCW)  is  the  central  concept  driving  the  current  revolution  in 
military  affairs.  Because  of  the  plethora  of  ways  in  which  forces  could  be  restructured 
to  use  communications  networks  efficiently,  and  in  which  the  networks  themselves 
could  be  structiu’ed,  there  is  rapidly  growing  interest  in  modelling  and  experimenta¬ 
tion  as  a  means  of  sorting  through  the  possibilities,  and  therefore  there  is  correspond¬ 
ing  interest  in  metrics  for  network  centricity.  The  reason  for  this  is  clear:  not  all  of  file 
possibilities  will  lead  to  full  network  centricity,  so  it  is  necessary  to  be  able  to  recognise 
net-centricity,  or  its  absence,  in  a  military  force  in  order  to  correlate  its  occurrence  with 
improvements  in  military  effectiveness. 

Before,  however,  one  can  construct  metrics  for  network  centricity,  it  is  necessary 
to  understand  ite  nature.  From  this  point  of  view,  it  is  interesting  to  note  tiiat  extant 
definitions  of  the  concept  are  quite  diffuse,  making  them  difficult  to  apply  to  specific 
situations.  This  report  explores  the  issue  by  attempting  to  formulate  a  sharper  and 
more  specific  conceptualisation  of  the  nature  of  network  centricity  than  is  generally 
found  in  writings  of  its  proponents.  The  mefiiod  of  doing  this  began  with  a  collation  of 
the  characteristics  of  network  centric  warfare  tiiat  have  been  discussed  in  the  literature. 
These  were  elaborated  sufficiently  to  provide  examples  of  metrics  for  these  characteris¬ 
tics.  Then,  the  highest-level  NCW  characteristics — ^the  so-called  emergent  properties — 
were  subjected  to  brainstorming  to  identify  the  points  of  confusion  and  develop  a 
mental  model  of  NCW  that  focuses  as  precisely  as  possible  on  what  it  is  that  charac¬ 
terises  a  net-centric  orientation.  The  new  model  draws  on  characteristics  of  many 
different  t3q>es  of  networks,  not  only  tiiose  envisaged  for  NCW.  The  model  was  then 
distilled  into  a  new  one-sentence  definition  of  network  centricity.  Along  the  way,  the 
conclusions  highlight  tiie  inadequacy  of  metrics  derived  from  or  referring  to  any  one  of 
the  emergent  NCW  properties.  The  question  of  constructing  a  metric  for  true  network 
centricity  is  canvassed  (§3.4),  but  remains  open. 

The  work  reported  herein  was  begtm  in  support  of  a  study  being  undertaken  by 
the  Maritime  Systems  Group  Action  Group  1  (MAR  AG-1)  of  ITie  Technical  Coopera¬ 
tion  Programme  (TTCP).  However,  the  results  in  this  paper  should  be  of  use  for  any 
modelling  of  NCW. 

This  paper  is  organised  as  follows:  the  rest  of  this  section  outlines  some  back- 
groimd  to  ttie  study.  Section  2  consists  of  an  annotated  list  of  characteristics — of  NCW, 
of  command  and  control,  of  information  and  decision  making,  and  of  networks.  These 
were  obtained  from  a  search  of  tiie  literature  on  warfare  theory  and  operational  analy¬ 
sis,  professional  military  journals,  and  the  academic  literature  on  the  psychology  of 
decision  making.  Section  2  also  contains  suggestions  for  metrics  for  the  higher-level 
characteristics.  The  third  section  of  the  report  presents  a  theory  of  net-centric  command 
and  control  that  aims  to  distil  the  essence  of  net  centricity.  The  final  section  consists  of 
a  conclusion.  Appendices  contain  related  information. 


1 


DSTO-RR-0262 


1.1  Definitions  and  Descriptions  of  Network-Centric  Warfare 

MAR  AG-1  adopted  the  following  statement  from  the  U.S.  Naval  Studies  Board  [1]  as 
its  working  definition  of  network-centric  maritime  warfare  (NCMW); 

'...military  operations  that  exploit  state-of-the-art  information  and  networking 
technology  to  integrate  widely  dispersed  human  decision  makers,  situational  and 
targeting  sensors,  and  forces  and  weapons  into  a  highly  adaptive,  comprehensive 
system  to  achieve  vmprecedented  mission  effectiveness.' 

This  could  stand  equally  well  as  a  description  of  NCW  in  general.  Perry  et  al.  write  [2]: 
'Network-centric  warfare  is  generally  thought  to  be  the  Unking  (^platforms  into  one 
shared-awareness  network  in  order  to  obtain  information  superiority,  get  inside  the  oppo¬ 
nent's  decision  cycle,  and  end  conflict  quickly/  (italics  original) 

The  U.S.  Department  of  Defense  gives  its  view  of  NCW  by  describing  the  attributes  of 
a  networked  force  [3(§3.2.7)]: 

'In  its  fully  mature  form,  NCW  possesses  the  following  characteristics: 

'Physical  Domain: 

•  'All  elements  of  the  force  are  robustly  networked  achieving  secure  and  seam¬ 
less  connectivity. 

'Information  Domain: 

•  'The  force  has  the  capability  to  collect,  share,  access  and  protect  information. 

•  'The  force  has  the  capability  to  collaborate  in  the  information  domain,  which 
enables  a  force  to  improve  its  information  position  through  processes  of  corre¬ 
lation,  fusion,  and  analysis. 

•  'A  force  can  achieve  information  advantage  over  an  adversary  in  the  informa¬ 
tion  domain. 

'Cognitive  Domain: 

•  'The  force  has  the  capability  to  develop  and  share  high  quality  situational 
awareness. 

•  'The  force  has  ihe  capability  to  develop  a  shared  knowledge  of  commanders' 
intent. 

•  'The  force  has  the  capability  to  self-synchronise  its  operations. 

'In  addition,  the  force  must  be  able  to  conduct  information  operations  (lO)  across 
these  domains  to  achieve  synchronised  effects  in  each  of  these  domains.' 

The  'four  tenets  of  NCW'  comprise  a  description  of  the  purported  benefits  of  adopting 
NCW.  They  are  [3(p.i),4(pp.7,8),5(pp.8,9)]: 

•  'A  robustly  networked  force  improves  information  sharing. 

•  'Information  sharing  and  collaboration  enhance  the  quality  of  information  and 
shared  situational  awareness. 

•  'Shared  situational  awareness  enables  collaboration  and  self-synchronization, 
and  enhances  sustainability  and  speed  of  command. 

•  'These,  in  turn,  dramatically  increase  mission  effectiveness.' 

To  the  four  tenets,  Alberts  [4]  adds  'Thus,  NCW  involves  both: 

•  'the  provision  of  vastly  increased  access  to  information  at  all  echelons 

•  'a  redefinition  of  the  relationships  among  participants  in  a  mission  and  be¬ 
tween  commanders  and  subordinates.' 

A  key  feature  of  NCW  is  often  expressed  in  terms  of  the  'four  rights':  the  network 
supplies  the  right  information  at  the  right  time  in  flie  right  form  to  the  right  person. 
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Nvimerous  other  descriptions  of  NCW  are  collected  in  Reference  6.  All  of  these 
form,  in  a  sense,  the  baseline  from  which  the  present  work  seeks  to  expand.  The  need 
for  this  arises  because  it  is  difficult  to  use  these  descriptions  as  definitions.  They  are 
relational  in  nature  and  therefore  dependent  on  the  initial  state.  The  scope  of  NCW  is 
so  wide  that  it  is  difficult  to  assess  a  particular  capability  in  regard  to  it.  How  do  you 
tell  when  NCW  capability  has  been  achieved?  For  example,  it  is  not  stretching  the 
point  too  far  to  claim  that  Nelson's  fleet  was  net-centric,  according  the  US  Department 
of  Defense's  description  above.  It  had  all  the  capabilities  listed  and  achieved  a  high 
degree  of  information  advantage.  Yet  the  impression  immistakably  arises  that  this  is 
not  what  the  authors  of  that  description  really  mean.  A  key  aim  of  this  paper  is  to  flesh 
out  the  description  of  NCW  sufficiently  far  for  it  to  be  use^  as  a  definition. 


1.2  Antecedents  to  Network-Centric  Warfare 

Its  proponents  claim  that  NCW  is  a  wholly  new  way  of  fighting,  so  much  so  that  extra¬ 
polation  fi'om  past  experience  will  not  suffice  to  reveal  fully  the  gain  in  capability  that 
is  potentially  available.  Raffier,  it  is  claimed,  a  '...campaign  of  experimentation  is  [re¬ 
quired]  to  be  able  to  understand  empirically  what  war  in  this  new  era  can  be  expected 
to  look  like'  [7].  The  'campaign  of  experimentation'  must  consist  mainly  of  wargaming 
and  exercises  [7],  but  preliminary  analytical  studies  and  low-resolution  simulations  are 
needed  to  seed  the  process  of  constructing  a  conceptual  framework  within  which  to 
formulate  ideas  on  the  nature  of  NCW  and  network-centric  maritime  warfare  (NCMW) 
in  particular.  The  MAR  AG-1  study  will  contribute  to  this  process. 

Is  NCW  wholly  new?  Nagy  discerns  the  beginnings  of  an  NCW  methodology  in 
US  Naval  practices  during  World  War  n  [8].  Holland  points  out  that  open-ocean  anti¬ 
submarine  warfare  (ASW)  can  make  fair  claim  to  be  a  significant  antecedent  of  NCW 
[9]:  in  this  theatre,  the  integration  of  sensor  data  from  multiple  platforms  has  been 
standard  practice  since  the  late  1970s.  The  main  differences  between  Cold-War  ASW 
and  the  new  concepts  of  NCW  include  scale — ^the  number  and  variety  of  nodes  in  the 
network — and  tempo,  as  exemplified  by  Cebrowski's  remark  that  'ASW'  actually 
stands  for  'awfully  slow  warfare'  [9].  Nevertheless,  despite  its  slow  pace,  the  practice 
of  open-ocean  ASW  as  developed  over  the  last  two  decades  may  provide  valuable 
indicators  toward  concepts  for  NCW.  Another  source  of  insight  into  NCW  might  be 
gained  from  a  study  of  team  decision  making:  the  characteristics  that  net-centric  forces 
are  supposed  to  display  (§2.1  below)  share  many  similarities  with  those  observed  in 
effective  team-based  decision  making  [e.g.  10,11(^5.2,6.2)]. 


1.3  Expectations  for  Studies  of  NCW  Effectiveness 

What  might  be  the  outcome  of  the  TTCP  MAR  AG-1  study,  or  indeed  any  study  of 
NCW  effectiveness?  It  is  not  obvious  that  increased  network  centricity  will  be  found  to 
be  beneficial;  even  Gartska,  one  of  tiie  earliest  advocates  of  NCW,  recently  wrote  [12]: 
'The  soiuce  of  the  increased  combat  power  associated  with  network-centric  warfare  is 
non-intuitive'.  There  is  a  large  body  of  published  opinion  on  NCW,  which  may  be 
roughly  characterised  as  follows: 

•  Network  centricity  is  sure  to  lead  to  increased  combat  effectiveness  [3,13-16]. 

•  NCW  provides  opportunities  for  increased  military  effectiveness  that  may  or  may 
not  be  realised;  we  need  to  learn  how  to  exploit  it  [8,17-29]. 
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•  For  better  or  worse,  NCW  is  inevitable;  we  had  better  get  used  to  it  [30-35]. 

•  NCW  will  not  work  because 

♦  it  will  be  too  expensive  to  implement  [36-38] 

♦  goals  such  as  the  provision  of  complete  battlespace  awareness  cannot  be  achiev¬ 
ed,  even  in  principle  [37-42] 

♦  future  conflicts  are  likely  to  be  asymmetric  and  unconventional,  to  which  the 
capabilities  provided  by  networking  are  ill  matched  [37] 

♦  its  core  thesis  is  flawed  [43-45]. 

The  above  references  contain  opinion,  albeit  supported  by  detailed  argument  in 
many  cases.  On  actual  studies  there  has  been  much  less  published.  Gartska  [12]  recent¬ 
ly  summarised  the  results  of  some  experiments  on  NCW,  declaring  a  wish  to  '...high¬ 
light  evidence  that  demonstrates  the  power  of  network-centric  warfare'.  He  pointed  to 
a  US  Air  Force  study  of  tactical  data  links  on  F-15Cs  as  'some  of  the  most  compelling 
evidence  of  the  power  of  network-centric  operations  developed  to  date...'.  The  study 
fotmd  that  aircraft  fitted  with  the  Joint  Tactical  Information  EWstribution  System  had  a 
kill  ratio  2.6  times  higher  that  aircraft  without.  That  is  a  4  dB  increase,  rather  less  than 
the  'heiTubel'  (5  dB)  factor  advocated  by  Morse  and  Kimble  as  the  minimum  required 
to  be  sure  of  a  real  effect  [46(ch.3)].  However,  as  Gartska  notes,  for  maximum  exploita¬ 
tion  of  the  benefits  of  net  centridty,  it  is  critical  to  develop  modified,  or  even  new, 
tactics  and  procedures.  By  contrast  to  the  USAF  result,  tire  US  Army's  Force  XXI 
Advanced  Warfighting  Experiment  claimed  an  increase  in  operational  tempo  of  a 
factor  of  6  (or  8  dB),  and  an  increase  in  lethality  of  a  factor  of  10  (10  dB)  as  a  result  of 
networking  [12].  These  factors  are  clearly  large  enough  to  satisfy  Morse  and  KimbelTs 
criterion,  and  so  provide  some  groimds  for  optimism  that  the  MAR  AG-1  study  will 
show  an  increase  in  military  effectiveness  consequent  on  tire  adoption  of  NCMW. 


2.  Characteristics  of  Net-Centric  Military  Systems 

Characteristics  of  very  many  types  have  been  ascribed  to  network-centric  systems. 
These  can  be  viewed  as  a  hierarchy,  with  physical  attributes  of  equipment  at  the  base 
and  characteristics  higher  up  the  hierarchy  depending  on  those  below.  This  is  like  the 
hierarchical  structure  often  used  for  measures  of  performance  (Appendix  A),  but  with 
more  levels.  Figure  2.1  shows  the  full  list  of  characteristics.  We  concentrate  on  those 
towards  the  top  of  the  hierarchy,  since  these  are  more  likely  to  be  useful  in  providing 
metrics  for  network  centricity. 

At  the  top  level  in  tire  hierarchy  lies  a  set  of  characteristics  that  have  been  seen  as 
'emerging'  from  increased  networking  capability;  they  are  properties  that  a  network¬ 
centric  force  is  supposed  to  display.  These  are  reviewed  in  §2.1,  followed  by  a  discus¬ 
sion  of  concepts  of  command  and  control  (C2).  This  sets  the  framework  for  evaluating 
the  effects  of  network  centricity  (§3).  Concepts  introduced  here  appear  to  scale  from 
broad  to  narrow  applications  and  from  high  to  low  levels. 

The  next  level  of  the  hierarchy  is  decision  making,  a  large  topic  that  is  the  subject 
of  a  companion  paper  [47].  The  mam  points  of  tiiis  study  are  summarised  in  §2.3.  Be¬ 
low  decision  making  in  the  hierarchy  lies  information;  a  ^scussion  of  some  theories  on 
the  nature  of  information  is  included  in  addition  to  tire  properties  of  information.  Be¬ 
low  this  again  lie  the  general  characteristics  of  networks  per  se  (§2.5). 
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Top  level— force-level  characteristics; 

•  speed  of  command  • 

•  self-synchronisation  • 

•  effects-based  operations  • 

•  information  superiority  • 

Second  level — characteristics  of  decisions: 

•  speed  •  soundness 

Third  level — characteristics  of  information: 

•  relevance,  clarity  •  timeliness 

•  accuracy  •  consistency 

•  comprehensibility  •  secrecy 

•  value  •  degree  of  interoperability 

Fourth  level — general  characteristics  of  networks: 

•  availability  •  concurrency  •  coverage,  homogeneity 

•  reliability  •  survivability  •  security 

Base  level — physical  properties 

•  bandwidth,  network  topology,  server  speed  etc. 


•  age,  currency 

•  completeness 

•  authenticity 


force  agility  and  massing  of  effects 
shared  situational  awareness 
reachback 
interoperability 


Figure  2.1:  The  characteristics  of  a  network-centric  military  system  discussed  in  this  payer, 
arranged  as  a  hierarchy:  characteristics  depend  only  on  those  at  the  same  level  or  lower  in  the 
hierarchy. 


2.1  Top  Level — Characteristics  of  a  Network-Centric  Force 

At  the  highest  level  in  the  hierarchy  of  characteristics  lie  emergent  properties  of  net- 
centred  systems,  properties  that  a  network-centric  force  is  supposed  to  display  [3,16, 
48].  The  characteristics  discussed  are  Arose  listed  at  the  top  of  Figure  2.1. 

2.1.1  Speed  of  Command 

Speed  of  command  may  be  defined  as  the  time  required  to  complete  one  full  cycle  of 
Boyd's  observe-orient-decide-act  (CX)DA)  loop.  That  is,  it  includes  the  time  required 
to  detect  objects  and  activities  of  interest — ^the  'observe'  part  of  the  cycle — ^and  the  time 
taken  in  implementing  decisions — ^the  'act'  part  of  the  cycle.  This  definition  has  the 
advantage  of  captiuing  any  shortening  of  'observe'  time  by  advanced  sensor  networks 
and  of  tire  'act'  part  of  fhe  loop  by  direct  sensor-to-shooter  communication.  (Note  that 
this  is  not  the  same  as  decision  speed.  The  distinction  between  these  two  is  elaborated 
in  §2.3.2.) 

Some  authors  have  argued  that  the  (X)DA  loop  is  insufficiently  sophisticated  to 
provide  a  useful  representation  of  organisational  decision-making  at  the  highest  level 
[16(p.l33)].  However,  Smith  [26]  successfully  uses  the  (X)DA  loop  in  a  high-level  anal¬ 
ysis  of  the  Battle  of  Midway,  and  also  in  other  strategic-level  examples  illustrating  the 
importance  of  increased  speed  of  command.  Moon  et  al.  [49]  give  a  more  abstract  dis¬ 
cussion  of  the  OODA  loop,  on  the  basis  of  which  they  make  useful  comments  about 
NCW,  an  example  of  which  is  described  in  the  next  paragraph.  Official  Department  of 
Defense  reports  to  the  U.S.  Congress  use  the  OODA  loop  to  illustrate  concepts  of  NCW 
[3(p.3-18),50(p.C-l)].  Polk  [51]  critically  examines  the  application  of  the  OODA  loop  in 
the  land  domain,  concluding  tiiat  '...Boyd  Theory  [i.e.  tiie  OODA  loop]  as  a  major  con¬ 
tributor  to  the  modem  maneuver  warfare  movement  has  even  more  to  offer  ihe  Army 
at  the  turn  of  the  century  than  ever  before.'  Moffat  [52]  and  Essens  [53]  use  the  OODA 
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loop,  or  close  variants,  as  a  basis  for  analyses  of  command  processes.  These  examples 
show  that  the  OODA  loop,  as  a  fundamental  concept,  is  a  useful  tool  for  discussing 
operational  tempo,  whether  in  NCW  or  otherwise. 

Moon  et  al.  [49]  analyse  a  simple  attrition-warfare  scenario  showing  that,  to  ob¬ 
tain  a  significant  increase  in  overall  effectiveness,  one's  own  speed  of  command  needs 
to  be  about  twice  as  fast  as  that  of  the  enemy.  On  the  other  hand  [54], 

'...  speed  of  command  is,  in  itself,  not  necessarily  an  unmitigated  good.  Rather, 
the  quality  and  timeliness  of  decisions  are  what  is  really  important.  Thus,  the 
OODA  Loop  premise  that  "acting  inside  an  opponent's  decision  cycle  will  bring 
success"  will  not  work  if  the  decisions  lack  quality.  Bad  decisions — no  matter 
how  quickly  made — ^are  still  bad  decisions.'  (emphasis  original) 

That  is,  it  is  not  enough  to  'get  inside  an  enemy's  OODA  loop';  what  one  does  once 
inside  is  also  important  [32]  (See  also  §2.5  of  Ref.  47).  The  situation  is  in  fact  more  com¬ 
plicated  than  the  above  quotation  suggests:  decisions  are  not  simply  'good'  or  'bad'; 
rather  there  is  a  range  in  quality.  In  a  given  set  of  circumstances,  a  marginally  sub- 
optimal  decision  made  and  put  into  effect  quickly  might  produce  a  better  outcome 
than  the  best  decision  made  slowly.  Also,  a  very  high  speed  of  command,  compared 
with  that  of  the  adversary,  may  enable  the  effect  of  a  bad  decision  to  be  coimtered  by  a 
subsequent  decision  before  the  adversary  has  had  time  to  exploit  the  mistake. 

These  considerations  indicate  that  speed  of  command — ^the  time  taken  for  a  full 
cycle  of  the  CX)DA  loop — ^is  a  useful  measure  of  system  performance,  but  should  be 
used  with  a  measure  of  the  effectiveness  of  the  outcome,  ^me  suggestions  on  how  to 
implement  this,  from  the  point  of  view  of  both  command  speed  and  effectiveness  of 
outcome  are  given  in  Table  2.1.  The  first  entry  in  Table  2.1  is  an  example  of  a  well 
characterised  and  familiar  task.  The  second  entry  is  a  generalisation  of  the  first  to  any 
situation  in  which  one  is  reacting  to  adversary  action.  Here,  'preplanned'  means  that 
the  response  is  selected  from  a  range  of  possibilities  determined  ahead  of  time.  The 
third  entry  in  Table  2.1  shows  a  general  metric  for  proactive  actions  by  own  forces.  The 
concept  of  outcome  effectiveness  is  closely  related  to,  but  generalises,  decision  soimd- 
ness  (§2.3.2  below). 

Table  2.1:  Examples  of  metrics  for  the  characteristic  'speed  of  command'. 

Metric  _ Description _ 

OODA-loop  cycle  time 

Time  to  prosecute  adversary  platform  Clock  starts  when  adversary  platform  enters  region 

monitored  by  own  sensors  (g^oimd-truth  time)  and 
stops  when  engagement*  is  completed.  (Clock  is  reset  if 
platform  leaves  monitored  region  before  it  is  engaged.) 
Time  taken  to  xmdertake  a  contingent  Clock  starts  when  trigger  for  contingent  action  occurs 
action  (whether  preplanned  or  not)  (groimd-truth  time)  and  stops  when  action  is  complete. 

Time  to  undertake  self-initiated  Clock  starts  with  commencement  of  planning  and  stops 

actiorr _ at  conclusion  of  the  action.  _ 

Outcome  effectiveness 

Probability  of  Red  mission  kill  Probability  that  adversary  platform  is  prevented  from 

executing  its  intended  task. 

Correlation  of  actual  to  planned  Probability  of  action  having  the  planned  result,  or  frac- 

outcome  tion  of  planned  goals  achieved. 

*  'Engagement'  must  be  defined  for  each  application  in  a  manner  that  matches  the  way  in  which 
the  metric  is  to  be  used.  See  text  for  discussion. 
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Despite  the  clearly  defined  nature  of  the  task  'prosecute  adversary  platform'  (first 
example  in  Table  2.1),  ^e  definition  of  the  metric  requires  interpretation  depending  on 
the  particular  scenario  and  ttie  manner  in  which  the  metric  is  to  be  used.  The  issue  here 
revolves  aroimd  the  definition  of  'engagement'.  For  example: 

•  Consider  the  prosecution  of  a  submarine.  The  release  of  a  torpedo  would  usually  be 
followed  by  observation  in  an  attempt  to  determine  whether  a  hit  occurred.  Should 
this  be  considered  as  a  second  OODA  loop,  starting  at  the  completion  of  the  nm  out 
of  the  torpedo?  To  do  so  would  follow  the  conventional  (X)DA  paradigm,  and  may 
be  useful  in  some  circumstances.  However,  a  difficulty  arises  if  one  intends  to  com¬ 
pute  an  average  loop  time;  for  the  second  loop  benefits  from  all  the  tracking  infor¬ 
mation  gathered  during  the  first,  and  so  will  dmost  certairdy  be  shorter.  To  ensme 
that  only  like  quantities  are  being  averaged,  'engagement'  should  be  taken  as  the 
whole  prosecution,  including  observation  following  the  first  fire  and  any  subse¬ 
quent  ordnance  release,  until  the  prosecuting  platform  terminates  the  engagement. 

•  To  generalise  the  above  point:  if  loop  cycle  times  are  to  be  averaged  then  the  defini¬ 
tion  of  the  cycle  should  ensure  not  only  that  only  like  quantities  are  averaged,  but 
also  that  the  quantities  being  averaged  are  independent  of  each  other. 

•  In  the  case  of  aircraft  or  fast  inshore  attack  craft,  usually  there  will  be  more  than  one 
adverscuy  platform.  One  could  use  different  OODA  loops  for  each,  with  several 
clocks  running,  in  effect.  Alternatively,  it  may  be  preferable  to  consider  the  prose¬ 
cution  of  the  formation  of  adversary  platforms  as  a  whole.  For  example,  if  own 
forces  can  react  quickly  enough  to  destroy  each  successive  platform  as  soon  as  it 
enters  the  area  of  operations,  then  one  has  denied  the  adversary's  attempt  to  amass 
effects.  It  may  be  easier  to  recognise  this  outcome  if  the  whole  attack  is  treated  as 
one  engagement,  rather  than  dealing  with  each  adversary  platform  separately. 

2.1.2  Level  of  Agility  Coupled  with  the  Ability  to  Amass  Effects 

It  is  said  that  increased  network  centricity  should  increase  tiie  ability  of  a  force  to 
achieve  a  massed  effect  at  a  critical  point  in  the  battlespace,  and  then  to  reorganise 
quickly  to  amass  effects  elsewhere  as  the  situation  develops.  The  concept  is  that  mili¬ 
tary  units  will  be  able  to  be  well  dispersed,  yet  able  to  bring  the  massed  forces  to  bear 
where  and  when  required  [55].  Clearly  the  ability  to  conduct  these  types  of  operations 
requires  knowing  the  when  and  where,  which  implies  a  high  speed  of  command  or 
hi^  situational  awareness,  or  both. 

Massing  of  effect  does  not  necessarily  require  physical  aggregation;  it  is  the 
massing  of  firepower,  communications  jamming  capability,  sensor  coverage,  etc.  that  is 
important.  For  example,  the  continuing  development  of  precision  guidance  munitions 
is  steadily  eroding  the  long-standing  link  between  range  and  acctjracy,  so  allowing  the 
massing  of  firepower  from  widely  dispersed  platforms.  Remotely  deployable  sensors 
are  likely  to  provide  in  the  future  a  similar  capability  as  regards  sensor  coverage. 

Closely  coupled  with  the  ability  to  amass  effects  is  an  increased  level  of  agility. 
Here  agility  is  not  necessarily  a  capability  to  move  a  weapons  platform,  instead  it  is  the 
ability  to  reconfigure  resources  quickly — ^to  move  from  one  force  organisation  to 
another,  as  battalions  in  the  Napoleonic  conflicts  moved  from  square  to  line  and  back 
again  as  required.  In  the  context  of  modem  warfare,  force  agility  includes  the  ability  to 
alter  the  nature  of  the  engagement  quickly,  as  for  example  shifting  from  ordnance 
delivery  to  counter  measures  such  as  jamming,  and  the  ability  to  sustain  several  types 
of  engagement  simultaneously  as  reqtiired. 

Table  2.2  lists  examples  of  metrics  for  agility  and  massing  of  effects. 


7 


DSTO-RR-0262 


Table  2.2:  Metrics  for  force  agility  and  the  ability  to  amass  effects. 


Metric _ 

Massing  of  effect 

Force  redirection 


Force  flexibility 
Parallelism 


Description _ 

Quantity  and  accuracy  of  firepower,  jamming  capability,  sensor  cover¬ 
age,  etc.  delivered  to  a  critical  location  in  the  battlespace. 

Time  required  to  redirect  already  amassed  effects  to  another  location — 
will  probably  depend  on  the  distance  between  locations,  particularly  if 
the  new  location  lies  beyond  current  own-force  control  radius  [56,57]. 
Time  required  to  change  the  nature  of  the  effect  being  amassed. 
Number  of  simultaneous  effects  amassed  or  targets  affected. 


2.1.3  Degree  of  Self-Synchronisation 

The  issue  here  is  not  just  synchronisation — a  prerequisite  of  the  ability  to  amass  effects 
—but  sd/-synchronisation.  In  our  view,  tiiis  concept  does  not  require  every  unit  com¬ 
mander  to  draw  identical  conclusions  from  the  available  information,  so  as  to  ensxire 
robot-like  lock-step  action.  Rather,  it  means  that  the  tiieatre  commander's  promulgated 
common  intent,  in  concert  with  knowledge  of  other  unit  commanders'  likely  reactions 
to  the  situation  at  hand,  allows  unit  commanders  to  synchronise  their  units'  individual 
efforts  so  that  they  are  mutually  supportive  in  the  accomplishment  of  the  overall  goal, 
without  the  need  for  detailed  centralised  control. 

Whether  self-synchronisation  is  important  or  not  hinges  on  the  structure  of  the 
networked  force  and  the  manner  in  which  net-centric  operations  are  conducted.  It  is 
widely  held  that  a  'swarming'  style  of  combat  is  desirable  [17,58-62]  and  would  be 
enabled  by  a  high  level  of  net  centricity.  Pure  swarming  requires  a  high  level  of  self- 
s5mchronisation,  since  the  force  is  structured  as  a  collection  of  many  small  semi-auton¬ 
omous  units.  Each  imit  commander  decides  independently,  with  no  more  than  broad 
guidance  of  the  theatre  commander's  intentions,  how  the  unit  shall  deploy.  Clearly, 
each  unit  commander  in  such  a  force  would  require  access  to  accurate  and  up-to-date 
information  on  the  state  of  the  battlespace.  However,  such  an  information  system  also 
permits  a  high  degree  of  centralisation — exactly  the  opposite  structure  from  that 
usually  envisaged  as  arising  from  increased  net  centricity.  For,  if  each  unit  has  access 
via  the  network  to  sufficient  information  to  enable  self-synchronisation  and  swarming, 
then  the  same  detailed  information  is  available  in  real  time  to  the  highest  level  of  com¬ 
mand.  As  FitzSimonds  writes  [63]: 

'The  result  is  likely  to  be  a  highly  centralised  planning  and  execution  process  like 
that  evident  in  HUNTER  WARRIOR  [the  US  Marine  Corps's  1996  "advanced 
warfighting  experiment"],  where  individual  field  troops  were  essentially  reduced 
to  passive  battlefield  sensors  directly  supporting  a  single  ordnance-allocation 
authority.  Recent  war  games  have  surfaced  the  possibility  that  relative  ordnance 
scarcity  [occasioned  perhaps  by  the  cost  of  modem  precision-guided  ordnance] 
may  oblige  future  theater  commanders  to  withhold  authority  from  local  com¬ 
manding  officers  even  to  expend  their  own  weapons  in  unit  self-defence — surely 
one  of  the  most  jealously  guarded  prerogatives  of  "command".' 

Further  [63],  '...future  knowledge-empowered  commanders  are  likely  to  find  it  ethi¬ 
cally  imacceptable  to  absolve  themselves  of  accountability  for  lower-level  actions  of 
which  they  have  full  knowledge  and  control,  and  for  which  they  are  ultimately  respon¬ 
sible.'  Thus,  tiie  consequence  of  increased  net  centricity  could  be  an  increase  in  the  cen¬ 
tralisation  of  command  [43,63,64].  The  tendency  to  centralisation  was  manifest  in  Op¬ 
eration  Enduring  Freedom  [29]  and  below  the  divisional  level  in  the  first  Gulf  War  [51, 
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65].  This  is  completely  inconsistent  with  a  swanning  style  of  combat,  but  if  effects  can 
nevertheless  be  amassed,  then  a  greater  overall  combat  effectiveness  could  result. 

On  the  other  hand,  it  is  widely  assumed  that  a  reduction  in  command  centralisa¬ 
tion  is  an  effective  way  to  achieve  a  significant  increase  in  the  speed  of  command  [16(p. 
215ff.),17,19,60,66(p.4-2),67(p.8-l),68].  So,  se//-synchronisation  may  be  seen  as  desirable 
for  this  reason.  A  metric  for  it  must  distinguish  it  from  agility  and  the  ability  to  amass 
effect  under  centralised  command;  in  effect,  the  'synchronisation'  aspect  has  been  ad¬ 
dressed  already  imder  'ability  to  mass  effects'.  Hence,  metrics  suggested  here  (Table 
2.3)  as  a  pointer  to  the  level  of  self-synchronisation  concentrate  on  Ae  extent  to  which 
commanders  at  the  unit  level  have  autonomy  and  are  willing  use  it. 


2.1.4  Level  of  Shared  Situational  Awareness 

Shared  situational  awareness  may  not  be  needed  if  the  force  is  operating  imder  highly 
centralised  command,  but  it  is  crucial  for  swarming  [58-60].  It  does  not  mean  that 
every  unit  need  know  everything  that  there  is  to  know  about  the  battlespace; '. .  .in  fact, 
flooding  the  network  with  information  will  guarantee  that  shared  awareness  does  not 
occur'  [60].  Rather,  '...all  involved  [should]  have  flie  capability  to  share  and  access 
needed  information'  [69(p.l2)].  The  goal  is  to  ensure  that  all  unit  commanders  agree  on 
the  essentials  of  what  is  happening  at  any  point  in  time  and  on  the  desirable  way  for¬ 
ward,  and  continue  to  agree  as  the  battle  progresses.  Thus,  a  metric  for  this  character¬ 
istic  should  not  be  the  amount  of  information  available,  nor  ite  accuracy,  completeness 
etc.  Rather,  it  should  reflect  the  commanders'  decision-making  processes — ^the  degree 
of  commonality  of  the  conclusions  to  which  they  are  led  by  the  iitformation  available  to 
them,  and  the  actions  that  they  plan  in  consequence.  Some  suggestions  on  suitable  met¬ 
rics  are  given  in  Table  2.4.  Note  that  what  is  being  measured  is  the  level  of  agreement 
between  various  commanders  in  a  force,  not  whetiier  the  common  picture  agrees  with 
ground  truth.  Where  the  accuracy  of  the  common  tactical  picture  (CTP)  is  an  issue,  it 
should  be  the  subject  of  a  separate  metric. 

All  the  metrics  presented  in  tins  report  may  be  time-dependent,  but  this  aspect  is 
perhaps  most  pronounced  in  the  metrics  of  Table  2.4;  it  is  to  be  expected  that  values  of 
these  could  change  markedly  during  the  course  of  a  battle.  There  is  also  the  difficult 
question  of  exactly  how  to  obtain  numbers  that  represent  commonality  of  or  differ¬ 
ences  in  understanding.  This  remains  to  be  resolved. 

If  it  were  possible  to  achieve  fully  shared  situational  awareness  among  unit  com¬ 
manders  who  clearly  understand  and  fully  accept  the  theatre  commander's  intent,  then 
concerns  about  increased  net  centricity  leading  to  extreme  centralisation  of  command 


Table  2.3:  Examples  of  metrics  for  the  'degree  of  autonomy'  aspect  of  self-synchronisation. 


Metric 


Description 


Degree  of  autonomy  of  unit- 
level  commanders  (qualitative) 
Degree  of  autonomy  of  unit- 
level  commanders  (quantitative) 
Extent  to  which  unit-level  com¬ 
manders  exercise  autonomy 


Extent  to  which  unit-level  commanders  have  explicit  author¬ 
ity  to  manoeuvre,  commit  fire  etc.* 

Percentage  of  orders  from  the  theatre-level  commander  that 
do  not  attempt  to  prescribe  the  detail  of  unit-level  operations. 
Percentage  of  actions/operations/initiatives  that  actually  ori¬ 
ginate  from  unit  level  as  opposed  to  theatre  level. 


*  Rules  of  engagement  (ROEs)  often  place  significant  constraints  on  unit-level  commanders.  In 
some  situations,  a  particular  ROE  may  either  enhance  or  degrade  the  effect  of  an  increase  in  net¬ 
work  capability.  The  degree  to  which  this  is  permitted  to  influence  the  conclusions  of  a  study 
must  be  judged  on  a  case-by-case  basis,  bearing  in  mind  the  aims  of  the  study. 
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Table  2.4:  Examples  of  metrics  for  the  level  of  shared  situational  awareness.* 

Metric  Description 

Commonality  of  (or  complementarity'*'  Differences  among  commanders  in  their  comprehen- 
between,  as  tiie  case  may  be)  CTPs  sion  of  the  tactical  situation. 

Commonality  of  purpose  Differences  between  unit-commanders'  imderstanding 

of  the  theatre-commander's  intent. 

Commonality  of  expectations  Extent  to  which  one  unit  commander  is  surprised  by 

the  actions  or  omissions  of  another. 

Commonality  of  action  Differences  in  the  battleplans  of  different  unit  com- 

_ manders,  in  so  far  as  these  affect  each  other. _ 

*  In  all  cases,  the  smaller  the  value,  the  better. 

■*■  Commonality  is  not  required  between  unit  commanders  operating  in  discormected  parts  of 
the  battlespace.  In  these  cases,  complementarity  between  CTPs  is  the  appropriate  concept. 

authority  should  be  obviated.  For  if  a  theatre-level  conunander  knows  diat  a  unit 
conunander  is  about  to  embark  on  an  imwise  course  of  action  tiien,  when  situational 
awareness  is  fully  shared,  the  unit  commander  also  knows  that  his  or  her  plans  are 
unwise.  This  is  like  the  Nelsonian  'band  of  brothers'  concept  of  the  relationship 
between  various  levels  of  command:  all  commanders  are  confident  in  tireir  knowledge 
not  only  of  tiie  plans  of  their  fellows,  but  also  of  how  each  will  respond  to  emerging 
contingencies  [70(p.21)].  To  work  in  the  modem  context,  the  band  of  brothers  would 
have  to  encompass  many  more  officers  than  Nelson  had  to  deal  with,  and  over  a  wider 
range  of  rank.  If  this  can  be  done,  and  making  the  assumption  that  unit  commanders 
would  strive  to  avoid  imwise  actions,  it  shoiUd  tiien  be  rare  for  a  theatre-level  com¬ 
mander  to  need  to  intervene  in  unit-level  operations. 

2.1.5  Ability  to  Conduct  Effects-Based  Operations 

Smith  [26]  describes  'effects-based  operations'  (EBO)  as  outcome-oriented  activities 
aimed  at  enemy  behaviour,  so  that  the  objectives  are  psychological  rather  than  physi¬ 
cal:  '...  they  are  focused  on  the  enem/s  decision-making  process  and  ability  to  take 
action  in  some  coherent  manner'.  In  short,  this  is  the  age-old  goal  of  attacking  the  ad¬ 
versary's  will  to  fight.  'Put  simply,  EBO  seek  to  defeat  an  adversary's  strategy  and  re¬ 
solve  instead  of  merely  attriting  his  armed  forces'  [71(p.22)].  Planning  must  focus  on 
effects  rather  than  means.  For  example,  targets  should  be  selected  for  psychological 
and  strategic  impact  rather  than  solely  on  tihe  basis  of  the  level  of  attrition  likely  to  be 
achieved.  It  has  been  noted  that  modelling  EBO  is  difficult  because  it  logically  requires 
a  model  of  the  opposing  leaders'  psyches  [72]. 

The  concept  is  that  EBO  would  be  facilitated  by  the  improved  imderstanding  of 
the  battlespace,  faster  command  cycles  and  precision  targeting  that  are  expected  to 
result  from  NCW.  EBO  imply  using  these  to  identify  and  target  enemy  networks, 
with  the  aim  of  cutting  the  cormections  between  their  sensors,  shooters  and  command 
hierarchy.  In  addition,  elements  of  information  operations  (lO)  are  likely  to  be  invol¬ 
ved,  to  target  the  actual  commanders  and  not  just  physical  systems.  Here  again,  the 
increased  knowledge  of  the  battlespace  and  of  fiie  enemy  expected  to  be  available 
through  networked  information  sources  and  reachback  to  cultural  experts  should 
facilitate  these  operations.  However,  access  to  current  HUMINT  (human-sourced 
intelligence)  is  the  critical  element  for  EBO,  and  it  is  the  extent  to  which  a  network  can 
facilitate  the  use  of  HUMINT  that  will  determine  whether  the  network  has  a  positive 
benefit  as  regards  EBO. 
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Table  2.5:  Generic  metrics  for  the  conduct  of  effects-hased  operations. 

Metric  Description 

Degradation  of  enemy  resolve  Reduction  in  duration  of  adversary  resistance  from  that  ex¬ 

pected  vdthout  own  effects-based  focus 

Degradation  of  enemy  operations  Reduction  in  adversary's  MOE  from  that  expected  without 

own  effects-based  focus. 


Table  2.5  shows  two  generic  metrics  for  EDO.  These  are  intended  to  focus  on  the 
extent  to  which  an  operation  is  effects-based,  rather  than  the  quality,  speed,  etc.  of  the 
military  outcome.  That  is,  the  metrics  in  Table  2.5  can  be  correlated  with  other  mea¬ 
sures  of  military  effectiveness  to  determine  the  degree  to  which  EDO  have  been  useful 
in  the  given  circumstance.  Because  of  Ihe  general  nature  of  tiie  concept  of  effects-based 
operations,  these  metrics  must  be  adapted  to  each  specific  case. 

2.1.6  Reachback 

Reachback  is  the  ability  to  access  resovurces  that  are  not  locally  available.  In  many 
senses,  the  ability  of  infantry  to  call  in  an  airstrike  or  artillery  barrage  embodies  the 
essence  of  the  concept.  However,  in  the  NCW  literature,  the  concept  goes  well  beyond 
requests  for  ordnance  delivered  to  a  target.  Britten  [73],  for  example,  advocates  leaving 
at  home  the  majority  of  the  personnel  and  equipment  required  to  plan  large-scale  air 
operations.  The  U.S.  Navy  posits  the  linking  of  sonar  operators  with  third-line  and 
fourth-line  sonar  analysts,  giving  the  operator  on  the  scene  reachback  to  subject-matter 
experts  (SMEs)  in  real-time. 

Most  of  the  few  articles  in  the  literature  on  reachback  are  currently  focused  on 
the  provision  of  access  to  SMEs,  usually  by  having  tiiem  on  call  in  some  way.  Perhaps 
the  archetypical  example  of  reachback  to  a  central  repository  of  information  was  pro¬ 
vided  by  ^e  operation  to  rescue  tt\e  Apollo  13  mission  [74].  Neal  [74]  envisages  such  a 
repository  as  operating  like  a  call  centre,  but  goes  furfiier  to  the  point  that  the  SMEs 
would  be  pre-generating  the  information  required,  would  have  sufficient  awareness  of 
the  situation  in  file  batfiespace  to  know  who  needs  the  information,  and  would  be  pro¬ 
active  in  pushing  it  out  to  them. 

Many  successful  examples  of  networked  reachback  can  be  found  in  the  area  of 
medical  support,  such  as  the  increasing  use  of  telemedicine  in  many  coimtries.  Equi¬ 
valently,  units  on  deployment  have  used  digital  cameras  to  send  pictures  of  damaged 
equipment  back  to  base  for  assessment,  and  for  repair  instructions  to  be  faxed  to  the 
deployed  units — simple  but  effective  instances  of  reachback. 

Table  2.6  shows  examples  of  metrics  for  the  effectiveness  of  reachback.  The  'util¬ 
isation'  metric  is  not  independent  of  the  other  three;  slow  response,  low  quality  or  a 


Table  2.6:  Examples  cf  metrics  for  reachback  operations. 


Metric 

Description 

Speed  of  response 
Resource  quality 

Time  from  a  request  for  resomces  imtil  they  are  delivered. 

Comparison  between  a  locally  available  resource  and  that  delivered  by 
reacMiack. 

Breadth  of  available 
resources 

Utilisation 

Extent  to  which  reachback  extends  the  range  of  available  useful  resources 
beyond  that  available  locally. 

Fraction  of  resource  needs  not  available  locally  and  available  by  reach- 
back  that  are  actually  filled  by  reachback. 
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narrow  range  of  available  resources  may  be  expected  to  lead  to  low  utilisation.  How¬ 
ever,  utilisation  would  also  be  affected  by  the  level  of  networking  available;  it  is  this 
aspect  that  is  intended  to  be  captured  with  this  metric. 

2.1.7  Information  Superiority 

Information  superiority  is  seen  as  one  of  ttie  benefits  of  NCW.  It  is  also  an  aspect  of  the 
second  description  of  NCW  given  in  §1.1  above  (information  domain,  third  dot  point). 
The  U.S.  Department  of  Defense  gives  the  following  definition  of  information  superi¬ 
ority  [3(§3.2.1)]: 

'Information  superiority  is  a  state  of  imbalance  in  one's  favor  in  the  information 
domain.  Information  superiority  has  also  been  described  in  terms  of  what  is 
needed  to  achieve  it;  e.g.,  the  ability  to  get  tiie  right  information  to  the  right 
people,  at  the  right  times,  in  the  right  forms,  while  denying  the  adversary  the 
ability  to  do  the  same.' 

This  definition  does  not  mean  that  the  side  with  the  most  information  automa¬ 
tically  has  information  superiority.  First,  it  does  not  matter  how  much  information  is 
available  if  it  is  not  put  to  effective  use;  secondly  one  must  take  into  account  tire  infor¬ 
mation  needs  of  the  two  sides:  '...in  asynunetric  areas  of  capabilities,  future  adversar¬ 
ies  with  limited  information  requirements  may  have  an  informational  advantage'  [75 
(p.l6)].  Alberts  et  al  make  the  same  point  [16(p.55)]: 

'...we  win  face  adversaries  whose  information-related  needs  will  be  asjmimet- 
rical  to  ours.  What  will  matter  is  which  force  does  a  better  job  satisfying  their 
respective  information  needs,  not  which  side  has  better  information-related  capa¬ 
bilities.  Thus  the  advantage  is  determined  by  comparing  each  side's  information 
capabilities  relative  to  their  needs.' 

As  a  crude  and  extreme  example  of  this  point,  consider  a  conflict  in  which  one 
side  has  precision  guided  munitions  carrying  conventional  warheads  and  the  other 
side  is  equipped  with,  and  is  prepared  to  use,  missiles  with  nuclear  warheads.  The 
force  with  nuclear  capability  needs  a  much  lower  level  of  detail  in  its  targeting  infor¬ 
mation  than  the  other,  and  so  may  achieve  information  superiority — ^an  imbalance  in 
its  favour — ^with  a  lower  level  of  information  capability  than  the  non-nuclear  side  pos¬ 
sesses. 

Is  information  superiority  achievable?  One  enthusiast  claimed  over  five  years  ago 
that  the  U.S.  already  has  it  [76],  but  others  are  much  more  cautious.  For  example,  as 
regards  the  conflict  in  Somalia  [40]: 

'Clearly,  the  Somalis  had  information  superiority.  They  knew  what  tactics  we 
would  employ;  where  our  forces  were  stationed;  what  routes  we  would  use  to 
reinforce  tiie  Rangers;  and  how  we  would  react  to  a  helicopter  shot  down.  They 
even  knew  the  importance  of  immediate  international  media  coverage;  they  had 
a  plan  to  get  media  to  the  scene  to  record  the  event  and  then  to  get  those  pictures 
on  the  air.' 

This  is  a  striking  example  of  the  effect  of  as5nnmetry;  technology  alone  is  insufficient  to 
guarantee  information  superiority.  The  Kosovo  conflict  provided  another  cautionary 
example  [77]:  'Information  superiority  allowed  NATO  analysts  to  know  almost  every¬ 
thing  about  the  battlefield,  but  NATO  analysts  didn't  always  understand  everything 
they  thought  they  knew'.  This  was  in  part  due  to  a  deliberate  and  low-tech  campaign 
of  disinformation  conducted  by  Serbia.  That  campaign  achieved  a  remarkable  level  of 
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success  considering  the  as)Tnmetry  in  capability.  Because  of  these  and  similar  exam¬ 
ples,  the  balance  of  opinion  seems  to  be  that  iriformation  superiority,  though  achiev¬ 
able,  has  yet  to  be  achieved  by  western  militaries  [e.g.  78]. 

Qn  the  question  of  technology,  there  is  an  interesting  polarisation  of  opinion  con¬ 
cerning  cost.  Many  sceptics  of  NCW  claim  that  the  technology  envisaged  as  necessary 
to  achieve  information  superiority  is  unaffordable  [e.g.  36,38],  while  others  point  to  the 
increasing  reliance  on  commercial  products  and  tite  astonishing  reduction  in  the  cost  of 
commercial  electronic  equipment — a  trend  that  shows  no  sign  of  nearing  its  end — ^to 
argue  that  cost  will  be  no  impediment,  even  for  a  non-state  adversary  [13,30,32].  How¬ 
ever,  this  decrease  in  unit  cost  is  offset  by  integration  costs  and  the  requirement  to  up¬ 
date  equipment  far  more  frequently  tiian  in  the  past.  Also,  commercial-off-the-shelf 
(COTS)  equipment  is  sometimes  not  able  to  witihstand  the  rigours  of  combat. 

Table  2.7  lists  some  examples  of  metrics  for  information  superiority.  The  last  item 
refers  specifically  to  adversary  information  requirements;  denial  of  inessential  informa¬ 
tion  is  excluded  from  consideration.  Only  this  and  the  first  metric  address  the  issue  of 
capability  relative  to  needs,  the  other  two  are  absolute  measures  and  so  are  subject  to 
the  caveats  expressed  above.  That  is,  the  degree  of  information  superiority  is  not  affect¬ 
ed  by  inaccuracy  in  or  incorrect  interpretation  of  tmimportant  information. 

As  with  the  metrics  for  the  level  of  shared  situational  awareness  (Table  2.4),  there 
is  a  significant  quantification  issue  for  the  metrics  in  Table  2.7.  Here,  the  issue  is  how  to 
quantify  'amoimt  of  information'.  For  data,  one  may  cotmt  bits,  but  information  is  dis¬ 
tinct  from  data,  as  discussed  in  §2.4.1  below.  In  specific  situations,  a  natural  definition 
of  quantity  of  information  may  be  possible.  For  example,  in  a  platform-defence  scen¬ 
ario,  number  of  threat  tracks  may  be  used.  However,  such  a  simple  definition  may  be 
problematic  because  it  takes  no  accoimt  of  track  accuracy  or  completeness.  That  is, 
some  tracks  may  contain  significantly  more  information  than  others.  How  much  of  a 
problem  this  is  depends  on  tire  use  to  which  the  metrics  are  being  put. 

2.1.8  Interoperability  in  the  Information  Domain 
Two  Aspects:  Information  Flow  and  Information  Usage 

NATO  defines  interoperability  as  'The  ability  of... forces... to  train,  exercise  and  operate 
effectively  together  in  the  execution  of  assigned  missions  and  tasks'  [79]. 

Interoperability  is  usually  viewed  as  primarily  an  issue  of  equipment  and  the 
interchangeability  of  consumables  and  spare  parts,  and  only  secondarily  as  the  com¬ 
monality  of  information-exchange  protocols.  However,  in  this  paper,  we  put  aside  the 
equipment  side  of  interoperability  and  concern  ourselves  with  information  interoper¬ 
ability,  which  we  see  as  having  two  aspects.  At  the  level  of  technology  lies  the  question 


Table  2.7:  Examples  cf  metrics  for  information  superiority. 


Metric 

Relative  superiority 


Accuracy 
Comprehension 
Denial  effectiveness 


Description 

Ratio  of  information  requirements,  normalised  to  information  needs, 
obtained  by  own  force  to  that  obtained  by  an  opposing  force  (at  some 
point  in  time,  or  as  a  function  of  time). 

Percentage  of  information  obtained  that  is  actually  true. 

Percentage  of  information  obtained  that  is  correctly  interpreted. 
Fraction  of  adversary  information  requirements  that  are  denied  by 
own  deception,  jamming,  covertness  etc. 
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of  the  degree  to  which  platforms  are  able  to  exchange  information.  Security  issues, 
which  may  be  very  significant  in  coalition  operations,  also  affect  information  flow. 
Beyond  this  are  cultural,  linguistic,  doctrinal  and  terminological  issues  that  determine 
the  degree  to  which  information  that  is  exchanged  is  comprehended  and  effectively 
used  [80]. 

The  information-flow  aspect  of  interoperability  is  not  a  consequence  of  NCW  but 
the  reverse:  it  must  be  at  a  high  level  between  many,  perhaps  most,  of  a  force's  plat¬ 
forms  for  the  attainment  of  network-centric  warfare.  In  view  of  this,  information-flow 
interoperability  belongs  further  down  in  the  hierarchy  of  characteristics  (§2.4.2  below). 
Interoperability  is  included  here  partly  because  it  is  a  widely  discussed  characteristic  of 
NCW,  but  more  importantly  because  of  the  information-usage  aspect.  The  majority  of 
papers  in  the  maritime-interoperability  literature  is  concerned  witii  the  first,  but  the 
second  aspect  of  interoperabiUty  is  just  as  important.  In  essence,  all  the  information 
flow  in  the  world  will  not  produce  an  interoperable  force  unless  there  is  a  congruence 
of  language,  culture,  and  above  all  mission.  One  of  the  biggest  issues  for  any  force, 
whether  it  be  international,  joint  or  even  within  the  same  service,  is  ensuring  that  units 
imderstand  each  other  [81]. 

Although  ease  of  information  flow  is  a  prerequisite  for  networking  rather  than  a 
product  of  it,  the  case  of  information  usage  could  be  different.  It  is  conceivable  that  an 
increase  in  the  level  of  networking  may  help  to  raise  tiie  level  of  accessibility  of  mean¬ 
ing  in  the  information  passed,  simply  by  providing  the  opportunity  for  greater  famili¬ 
arity  and  exchange  of  information  between  units.  Insofar  as  this  happens,  information- 
usage  interoperability  can  be  viewed  as  an  emergent  property  of  network  centricity; 
this  issue  is  important  for  some  of  the  discussions  of  in  §2.2. 

Some  metrics  for  interoperability  are  listed  in  Table  2.8;  the  first  two  concern  in¬ 
formation  flow,  the  last  information  usage. 

Coalition  Interoperahility 

Interoperability  can  be  an  issue  even  in  single-nation  joint-force  operations,  but  it  is  a 
crucial  aspect  of  the  coalition  operations  that  are  commonplace  in  modem  warfare. 
Usually  cultural,  political  and  military-doctrinal  aspects  are  rather  more  significant  in 
coalition  than  single-nation  operations  [66(ch.4),80,82,83]  and  security  concerns  may  be 
a  serious  impediment  to  the  flow  of  information  between  coalition  partners  [84].  In  the 
long  span  of  history  leading  up  to  World  War  H,  coalition  armies  were  by  and  large  in¬ 
effective  except  in  those  cases  where  ihe  coalition  could  quickly  muster  overwhelming 
force  or  came  from  a  common  cultural  backgroxmd.  The  well  known  constraints  on  the 
success  of  coalitions  still  obtain,  but  attention  to  the  cultural  aspects  of  interoperability 
has  allowed  coalition  forces  to  achieve  considerable  success  in  the  last  half  century  [85]. 


Table  2.8:  Examples  of  metrics  for  the  degree  of  interoperability. 


Metric 

Description 

Commonality  of  information 
availability 

Percentage  of  unit  commanders  who  can  obtain  published  m- 
fonnation,  or  the  average  fraction  of  the  produced  information 
that  is  available  to  unit  commanders. 

Ability  to  share  information 

Percentage  of  units  that  can  feed  usable  information  from  their 
organic  sensors  to  other  units,  or  fraction  of  organic  sensors 
that  can  generate  sharable  information. 

Commonality  of  interpreta¬ 
tion 

Degree  to  which  all  vinits  make  the  same  assumptions  about  the 
nature  of  the  information  (e.g.  shape  of  error  boimds — ^rectang¬ 
ular,  elliptical  etc. — ^probability  levels,  measurement  units,  val¬ 
ues  of  constants,  etc.) 
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One  of  the  most  significant  constraints  on  the  success  of  coalition  forces  concerns 
the  principle  of  unity  of  corrunand;  political  considerations  often  prevent  the  appoint¬ 
ment  of  a  single  commander  with  unfettered  authority  over  the  whole  force.  Other 
command  structures,  involving  parallel  command  to  a  greater  or  lesser  extent,  have 
existed  and  may  again  exist  [66,80].  Even  if  a  unified  command  is  established,  the 
degree  of  subordination  of  units  in  a  coalition  force  can  be  lower  than  that  in  a  single¬ 
nation  force;  units  of  nationality  different  from  that  of  tire  commanding  officer  might 
of  their  own  accord  choose  to  leave  the  battlespace,  perhaps  in  response  to  their  own 
nation's  policy  on  die  level  of  peril  to  which  a  platform  may  be  exposed.  Also,  national 
leaders  may  choose  to  remove  some  or  all  of  their  units  from  tite  coalition  at  any  stage. 

There  can  indeed  be  an  issue  with  lack  of  inter-service  trust  in  a  joint  force,  but 
trust  may  well  be  a  dominant  issue  in  a  coalition  force.  With  current  security  practices, 
there  are  almost  certainly  categories  of  information  that  one  nation  would  not  be  pre¬ 
pared  to  share  with  one  or  more  coalition  partner.  This  compromises  shared  situational 
awareness  and  makes  it  difficult  to  establish  a  Nelsonian  'band  of  brothers'  across  the 
whole  coalition.  To  the  extent  fiiat  swarming  is  regarded  as  desirable,  the  coalition  may 
well  have  to  adopt  a  hybrid  mode  of  operation,  with  vmits  from  some  nations  engaging 
in  swarming  while  tiiose  from  other  nations  are  subject  to  more  centralised  direction. 

From  tine  point  of  view  of  the  overall  measure  of  effectiveness  (MOE),  the  re¬ 
quirement  to  operate  in  a  coalition  would  therefore  be  expected  to  be  at  best  neutral, 
but  with  a  tendency  toward  reducing  the  MOE — ^that  is,  opposite  to  the  expected  effect 
of  adopting  network  centricity.  However,  this  may  be  outweighed  by  political  or  stra¬ 
tegic  benefits  stemming  from  the  formation  of  the  coalition,  or  by  the  benefits  obtained 
from  an  increase  in  ti\e  size  of  the  force. 

2.1.9  Comments  and  Summary 
NCW  and  Devolution  of  Command  Authority 

As  noted  in  §2.1.3,  it  is  widely  observed  that  a  powerful  network  would  enable  a 
swarming  style  of  combat,  in  which  command  structures  are  flattened  and  authority  is 
devolved  to  quite  low  echelons.  Many  authors  go  furiher,  positing  ihat  a  devolution  of 
command  authority  is  a  desirable  consequence  of,  or  even  would  necessarily  result 
from,  tire  adoption  of  a  net-centric  orientation  [e.g.  16(p.218),19,55,67].  The  latter  is  far 
from  clear  to  us,  because  an  increase  in  network  capability  could  just  as  easily  facilitate 
a  concentration  of  authority  in  the  hands  of  a  central  command,  as  noted  in  §2.1.3.  That 
is,  the  issue  of  orientation— net-centric  versus  platform-centric — ^is  entirely  separate 
from  the  issue  of  the  desirable  degree  of  command  centralisation.  A  highly  capable  net¬ 
work  enables  both  greater  devolution  and  greater  concentration  of  command  authori¬ 
ty,  compared  with  current  practice.  Which  produces  the  greater  military  effectiveness 
is  very  likely  context  dependent  and  remains  to  be  determined. 

Networked  Forces  as  a  System  of  Systems 

It  is  becoming  common  to  observe  that  a  networked  force  should  be  structured  as  a 
system  of  systems,  rather  than  as  one  large  complex  system  [e.g.  86,87].  What  meaning 
is  there  in  such  a  statement?  There  is  no  consensus  on  what  the  term  'system  of  sys¬ 
tems'  means,  or  even  whether  it  is  valid  to  conceive  of  the  concept  in  terms  of  proper¬ 
ties  of  the  system  in  question  [88].  However,  one  may  discern  in  some  authors  [88-90] 
the  distinctions  detailed  in  the  following  paragraphs.  On  the  balance  of  probabilities,  it 
seems  to  us  that  these  distinctions  are  what  is  intended  by  those  who  remark  that  a  net¬ 
worked  force  should  be  organised  as  a  system  of  systems. 
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In  a  system  of  systems,  each  component  is  itself  a  system,  which  means  that  it  has 
the  capability  to  act  autonomously;  its  inputs  and  outputs  are  well  defined  and,  most 
importantly,  it  has  its  own  purpose  or  reason  for  being  that  can  guide  its  independent 
actions.  This  individual  purpose  might  be  subsumed  into  a  higher  purpose  when  the 
system  acts  as  part  of  a  system  of  systems,  but  it  can  re-emerge  if  the  system  of  systems 
should  become  dysfunctional  for  any  reason.  In  contrast,  the  alternative  structure  of  a 
networked  force  as  a  large  complex  system  implies  that  the  component  parts  need  not 
be  capable  of  independent  action;  if  the  overall  system  becomes  degraded,  then  most  or 
all  parts  of  it  may  possibly  become  dysfunctional  also,  or  purposeless  if  still  functional. 
The  advantage  of  ^e  system-of-systems  structure  in  terms  of  robustness  is  plain. 

A  second  advantage  to  having  components  that  are  themselves  systems  lies  in 
the  facilitation  of  reconfigurability.  As  contingencies  emerge,  components  can  be  re¬ 
organised  quickly  and  with  confidence  if  they  have  clearly  defined  inputs,  outputs  and 
purposes.  h\  contrast,  components  that  are  not  themselves  systems  may  have  compli¬ 
cated  and  ill-imderstood  interdependencies  tiiat,  if  not  correctly  accoxmted  for,  may 
compromise  the  functioning  of  the  reorganised  system.  As  an  example  to  help  fix 
ideas,  a  complex  system  can  be  likened  to  the  sort  of  ill  structured  computer  program 
in  which  poor  initial  design  is  exacerbated  by  indiscriminate  modification  to  the  point 
that  it  is  ^fficult  to  comprehend  the  operation  of  the  program  in  detail  or  to  verify  its 
correctness.  On  the  other  hand,  a  well  structured  program  has  many  of  the  attributes 
listed  above  of  a  system  of  systems.  In  ttus  case,  reconfigurability  is  likened  to  ease  of 
maintenance. 

Concerning  the  organisation  of  the  components  of  the  system,  this  is  almost  al¬ 
ways  hierarchical  in  a  large  complex  system,  but  need  not  be  so  in  a  system  of  systems. 
The  mutual  independence  of  &e  components  of  a  system  of  systems  facilitates  the 
forming  of  interrelationships  that  are  as  diverse  and  numerous  as  needed  to  maximise 
the  performance  of  the  overall  system.  Also,  a  system  of  systems  has  flexible  interrela¬ 
tionships:  linkages  can  comparatively  readily  be  altered  to  improve  performance  or  to 
adjust  to  changed  situations. 

Examples  help  to  solidify  concepts,  but  only  if  one  accepts  the  view  that  a  system 
may  be  validly  classified  as  either  a  system  of  systems  or  a  large  complex  system  on 
the  basis  of  its  intrinsic  properties.  This  view  is  denied  by  many  systems  theorists,  but 
statements  about  the  structure  networked  forces  are  meaningless  without  it.  On  this 
basis,  then,  the  following  examples  are  presented  (other  examples  are  discussed  by 
Maier  [90]): 

•  As  noted  above,  a  well  structured  computer  program  has  many  features  of  a  system 
of  systems.  It  has  a  hierarchical  organisation.  An  unstructured  program  is  also  hier¬ 
archical,  but  is  more  like  a  large  complex  system. 

•  A  modem  naval  frigate  has  many  hierarchically-organised  components  that  are 
ostensibly  systems,  but  whether  it  should  be  considered  as  a  system  of  systems 
depends  on  the  extent  to  which  the  components  have  had  their  capability  to  act 
autonomously  degraded  by  the  process  of  integration.  That  is,  although  it  is  gen¬ 
erally  the  intention  that  frigates  and  other  modem  military  platforms  should  be 
systems  of  systems,  many  designs  fall  short  of  this  goal  in  practice. 

•  A  school  of  fish  that  manoeuvres  to  avoid  a  predator  is  acting  like  a  system  of  sys¬ 
tems,  but  without  a  hierarchical  organisation. 

•  The  internet  is  a  system  of  systems  without  an  overall  hierarchical  organisation. 
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Modelling  Approaches 

This  section  (§2.1)  svirveys  those  properties  supposedly  resulting  from  the  adoption  of 
a  net-centric  orientation.  In  modelling  NCW,  a  very  high-level  model  could  take  some 
or  all  of  the  characteristics  as  inputs  to  a  calculation  of  an  MOE.  However,  the  current 
level  of  understanding  of  these  concepts  in  the  military  setting  is  so  rudimentary  that  it 
would  be  more  valuable  to  treat  them  as  secondary  outputs  to  be  calculated  from 
quantities  lower  down  in  the  hierarchy  (§§2.3-2.5).  This  would  provide  the  possibility 
of  learning  about  NCW  as  well  as  about  the  scenario  modelled.  To  set  the  scene  for  the 
discussion  of  the  lower-level  quantities,  the  next  section  discusses  issues  of  command 
and  control. 


2.2  Command  and  Control 

2.2.1  The  Place  of  C2 

The  movement  of  information  and  the  making  of  decisions  is  usually  associated  with 
the  concept  of  command  and  control  (C^).  Definitions  and  discussion  of  these  terms 
sometimes  confoimd  the  two  and  place  more  emphasis  on  control.  The  definitions 
given  by  the  U.S.  Naval  Doctrine  Command  [66(T[301)]  are: 

'Command  is  the  authority  vested  in  an  individual  for  the  direction,  coordina¬ 
tion,  and  control  of  military  forces.  Through  this  vested  authority  the  commander 
impresses  his  will  and  intentions  on  his  subordinates. . . .', 

'Control  is  the  authority  exercised  by  a  commander  over  part  of  the  activities  of 
subordinate  organizations,  or  other  organizations  not  normally  imder  his  com¬ 
mand,  which  encompasses  the  responsibility  for  implementing  orders  or  direc¬ 
tives.  ...' 

These  definitions  highlight  the  two  aspects:  the  authority  to  do  things  (command)  and 
tile  exercise  of  that  authority  (control).  A  C^  system  is  meant  to  assist  in  both.  The  im¬ 
portance  of  command  as  distinct  from  control  is  a  recurring  theme  in  the  review  of 
Bryant  et.  al.  [11],  and  the  two  aspects  are  also  highlighted  by  Pigeau  and  McCann 
[91-95]  who,  however,  criticise  the  above  definitions  as  circular.  In  addition,  they 
identify  'command  and  control'  as  a  concept  distinct  from  botii  'command'  and  'con¬ 
trol',  an  insight  shared  by  other  authors  [e.g.  96-98].  Pigeau  and  McCann's  definitions 
are: 

'Command:  tiie  creative  expression  of  human  will  necessary  to  accomplish  the 
mission.' 

'Control:  those  structures  and  processes  devised  by  command  to  enable  it  [i.e. 
command]  and  to  manage  risk.' 

'Command  and  control:  the  establishment  of  common  intent  to  achieve  coordin¬ 
ated  action.' 

As  well  as  emphasising  the  two  aspects  of  command  and  control,  these  definitions  are 
motivated  by  a  desire  to  '...reassert  what  may  seem  obvious:  only  humans  command' 
[92] — which  is  achieved  by  inserting  the  proposition  explicitly  into  the  definition  of 
command — and  to  emphasise  the  parts  played  by  will  and  intent. 


2.2.2  Command  Issues — ^the  Importance  of  Trust 

The  concept  of  command  incorporates  a  complex  set  of  relationships  between  people 
(and  possibly  machines),  where  there  is  an  acceptance  on  the  part  of  one  person  that 
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directives  coming  from  another  person  should  or  must  be  carried  out.  Part  of  this 
acceptance  may  come  from  recognition  that  the  directing  person  has  a  legitimate  claim 
to  authority  derived  from  delegation  from  someone  else  whose  authority  has  already 
been  accepted.  But  history  is  replete  with  examples  of  troops  who  have  not  accepted 
what  appears  to  be  duly  delegated  authority.  Thus,  there  is  a  second  aspect  to  com¬ 
mand  that  may  be  described  as  trust  in  ttie  commander's  capability  to  issue  'correct' 
directives.  If  subordinates  trust  tiieir  commander,  they  may  even  accept  directives 
likely  to  result  in  harm  to  themselves.  Subordinates'  trust  is  a  multi-faceted  entity,  pos¬ 
sibly  depending  upon  a  common  acceptance  of  the  goal  to  be  achieved,  or  upon  the 
knowledge  that  doing  other  than  accepting  the  directive  will  result  in  a  worse  result  for 
the  subordinates'  goals.  As  an  extreme  example  of  frie  second  case,  if  troops  are  told  to 
advance  or  be  shot,  advancing  at  least  offers  the  chance  of  survival. 

Relying  on  fear  of  retribution  for  not  following  directives  is  generally  acknow¬ 
ledged  to  be  more  susceptible  to  failure  tiian  relying  on  a  shared  view  of  what  is  best 
for  a  unit.  In  practice  there  is  probably  a  mix  of  the  two  aspects  in  most  command 
relationships.  A  major  function  of  the  maintenance  of  command,  then,  is  maintaining 
the  trust  relationship.  Britten  [73]  states  in  his  work  on  reachback  that  a  commander 
must  lead  people  and  tiiis  requires  sta5nng  in  touch  with  the  people  being  led;  it  re¬ 
quires  being  seen  to  have  an  tmderstanding  of  the  troops'  situation.  This  seems  to  be 
widely  understood  as  necessary  for  successful  leadership  and  command. 

The  command  relationsWp  of  acceptance  and  trust  works  in  the  opposite  direc¬ 
tion  as  well,  in  that  commanders  must  establish  their  own  trust  in  and  acceptance  of 
the  capabilities  of  subordinates.  On  both  sides,  the  relationship  may  be  improved  by 
expressions  of  trust  from  one  side  to  the  other.  What  else  builds  trust?  On  both  sides, 
familiarity  could  work  either  way,  either  increasing  or  diminishing  the  level  of  trust. 
The  force  of  the  commander's  personality  might  engender  trust  in  his  troops,  and  trust 
in  both  directions  can  be  earned  through  a  history  of  loyalty  [99].  The  Dutch  Army 
recognises  mutual  trust  as  essential  for  the  successful  application  of  their  formal  doc¬ 
trine  [100].  The  four  pillars  of  mutual  trust  are  held  by  them  to  be:  competence,  open¬ 
ness  and  honesty,  concern,  and  reliability. 

In  terms  of  force  effectiveness,  it  is  important  that  the  trust  relationship  is  based 
on  realistic  assessments  of  capabilities;  that  is,  that  acceptance  of  command  authority 
does  not  let  bad  decisions  go  imchallenged  and,  on  the  other  side,  that  a  commander's 
level  of  trust  in  subordinates'  abilities  is  based  on  a  realistic  assessment  of  the  level  of 
those  abilities. 

These  ideas  of  commonality  of  purpose  and  trust  may  have  important  implica¬ 
tions  for  whether  a  force  tends  towards  distributed  self-S5mchronisation  or  centralised 
control.  There  are  also  direct  implications  in  terms  of  morale  on  the  subordinates'  side 
and  on  the  appropriate  use  of  information  and  task  assignment  on  the  commander's 
side  to  the  maintenance  of  effective  command  relationships.  If  net-centric  concepts  lead 
to  improved  imderstanding  by  commanders  of  their  subordinates  and  vice  versa,  then 
improvements  in  force  effectiveness  might  be  expected.  It  is  also  likely  that  a  high  level 
of  such  imderstanding  is  essential  to  the  undertaking  of  effects-based  operations.  Mea¬ 
sures  of  effectiveness  for  this  might  include  measuring  levels  of  trust  in  commander's 
plans,  the  match  between  a  commander's  understanding  of  unit  capability  and  reality, 
overall  morale  etc.,  although  morale  has  the  disadvantage  of  poor  discrimination:  it  is 
affected  by  many  factors  other  than  trust  in  the  commander. 

Table  2.9  lists  some  examples  of  metrics  for  mutual  trust. 
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Table  2.9:  Possible  metrics  for  mutual  trust.* 


Metric 


Description 


Trust  from  above 


Trust  from  below 


Level  of  trust  of  higher  commanders  in  subordinate  commanders' 
and  troops'  professionalism. 

Level  of  trust  of  subordinate  commanders  and  troops  in  higher 
commanders'  decision-making  ability  and  willingness  to  give 
support  as  required. 

Trust  at  the  same  level  Level  of  trust  of  commanders  in  the  ability  and  professionalism  of 

other  commanders  at  the  same  rank  echelon. 

Perception  of  commanders'  Degree  to  which  troops  believe  that  their  commanders  have  a 
perceptions  realistic  appreciation  of  their  capabilities  in  the  given  situation. 

*  In  each  metric,  'level  of  trust'  may  be  read  as  referring  to  any  of  the  'four  pillars':  competence, 
openness  and  honesty,  concern,  and  reliability  [100]. 


2.2.3  Control  Issues 

The  concept  of  control  seems  easier  to  approach  from  a  technical  point  of  view  than 
that  of  command  since,  in  simple  terms,  it  is  often  seen  mostly  as  consisting  of  pro¬ 
cesses  of  communications  and  decision  making.  These  issues  are  discussed  in  detail  in 
§§2.3-2.6.  Outside  of  strict  decision  making  on  responses  to  opposition  actions,  control 
includes  a  measure  of  the  application  of  retribution  or  reward  to  own  forces,  the  fear  of 
which  is  occasionally  used  to  reinforce  the  command  authority  previously  discussed. 
Bryant  et.  al.  [11]  report,  however,  that  improved  organisational  effectiveness  occurs 
when  there  is  less  retribution  and  more  problem  solving:  an  organisational  structure 
that  encourages  the  admission  of  mistakes  leads  to  greater  initiative  and  possibly  to 
less  control  being  required.  In  any  case,  control  involves  the  monitoring  of  subordinate 
actions  to  ensure  that  they  fall  within  the  limits  of  delegated  authority,  and  applying 
corrective  measures  when  required,  whether  these  involve  problem  solving  or  retribu¬ 
tion.  It  requires  making  sure  subordinates  receive  and  imderstand  both  instructions 
and  the  authority  to  implement  them,  and  tiie  ability  to  dynamically  change  both  as 
required. 

A  major  issue  in  control  is  the  level  of  detail  in  the  control  that  is  required  for  a 
given  unit.  There  can  be  a  tendency  in  inexperienced  commanders  to  micromanage 
subordinates;  while  this  may  be  an  important  part  of  developing  the  trust  relationship 
required  for  the  commander,  it  can  also  lead  to  the  commander  missing  bigger-picture 
issues.  Kahan  et  al.  [101]  state  that,  in  general,  commanders  should  not  try  to  deal  with 
detail  at  more  than  two  levels  below  their  command  echelon.  To  do  so  is  to  risk  de¬ 
grading  their  command  performance.  Bryant  et.  al.  also  document  numerous  references 
to  a  two-echelon  knowledge  or  information  aggregation  limit.  They  also  report  the  con¬ 
cern  by  commanders  to  limit  the  amoxmt  of  fine-tuning  of  plans,  especially  in  time- 
constrained  situations,  since  subordinates  need  the  time  to  work  up  their  own  plans. 


2.3  Second  Level — Decision  Making 

Decision  making  is  a  large  topic  that  is  the  subject  of  a  companion  paper  [47].  Here, 
we  summarise  some  of  the  conclusions  and  recommendations  of  that  paper.  The  aim 
both  there  and  here  is  to  lay  tiie  groimd  work  for  going  beyond  modelling  in  which 
decision  makers  are  assumed  to  have  all  the  information  that  they  need  when  they 
need  it,  that  the  information  is  fully  accurate,  that  decisions  are  made  instantly  and 
with  the  ultimate  in  rationality,  and  that  actions  required  by  the  decisions  are  executed 
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inmiediately  and  flawlessly.  These  assumptions  seem  too  restrictive  for  a  study  of  the 
processes  involved  NCW;  this  and  the  companion  paper  are  aimed  at  formulating 
methods  for  relaxing  one  or  more  of  them. 

An  important  aspect  of  decision  making  is  knowledge  building — ^the  process  by 
which  a  decision  maker  uses  information  to  obtain  knowledge.  Both  how  this  occurs  in 
practice  and  how  it  should  ideally  occur  appear  to  be  open  questions  in  the  literature. 
This  paper  does  not  enter  into  this  debate,  but  assumes  ti\at  appropriate  methodologies 
are  employed  to  obtain  information  and  built  it  into  actionable  knowledge. 

2.3.1  Decision  Types 

Decisions  can  be  classified  either  according  to  the  parts  of  the  OODA  loop  (§2.1.1)  in¬ 
volved  in  a  given  decision,  or  on  a  cognitive  basis  [47].  The  cognitively  based  scheme 
results  in  the  categories  of  'analytical'  and  'recognition-primed'  decisions.  Analytical 
decision  making  is  the  style  long  propounded  in  military  doctrine:  options  are  gen¬ 
erated  and  evaluated,  and  the  best  option  is  selected  for  execution.  This  process  is  a 
heavy  consumer  of  cognitive  resources,  that  is,  working  memory  and  attention.  It  can 
also  be  slow.  On  tiie  other  hand,  a  recognition-primed  decision  involves  the  decision 
maker  recognising  a  familiar  situation  and  recalling  an  appropriate  response,  judged 
on  the  basis  of  direct  experience,  training  or  study.  This  type  of  decision  making  is 
rapid  and  requires  few  cognitive  resources  unless  the  option  that  sprang  to  mind  has  to 
be  adapted  to  meet  the  needs  of  the  situation  at  hand.  It  clearly  relies  on  expertise:  re¬ 
cognition-primed  decisions  can  be  made  only  by  those  with  a  store  of  experience  on 
which  to  draw.  Nevertheless,  recognition-primed  decision  making  is  common  in  mili¬ 
tary  operational  contexts;  it  is  estimated  that  over  90%  of  tactical-level  decisions  are 
recognition-primed  [102,103]. 

2.3.2  Decision  Quality 

It  is  argued  in  the  companion  paper  [47]  that,  notwithstanding  the  m5rriad  of  factors 
affecting  decision  making  and  the  performance  of  decision  makers,  it  is  sufficient  for 
the  purposes  of  modelling  NCW  to  quantify  decision  quality  with  just  two  character¬ 
istics:  decision  speed  and  decision  soimdness. 

'Decision  speed'  should  be  regarded  as  the  time  taken  execute  the  'orient'  and 
'decide'  steps  of  the  OODA  loop  (§2.1.1).  This  definition  avoids  diluting  the  metric 
with  the  possibly  protracted  'observe'  and  'act'  steps  that  are  common  to  all  types  of 
decision  making  [47],  while  allowing  for  the  shortening  of  the  process  when  the  deci¬ 
sion  is  recognition-primed.  As  mentioned  above,  it  is  entirely  possible  that  the  result  of 
the  decision  is  to  seek  more  information,  that  is,  to  dispense  with  ti\e  'act'  part  of  the 
current  OODA  loop  and  to  start  a  new  OODA  loop.  This  is  a  fully  legitimate  conclu¬ 
sion  of  a  decision-making  process;  it  results  in  the  clock  being  stopped,  yielding  a 
decision  time,  and  being  reset  in  preparation  for  restarting  when  new  information  has 
been  observed. 

'Soundness'  is  the  degree  to  which  the  decision  taken  is  the  best  possible.  As  dis¬ 
cussed  in  Ref.  47,  this  can  be  interpreted  in  two  ways:  either  the  best  possible  decision 
imder  the  circumstances  prevailing  at  the  time,  or  the  best  possible  in  an  absolute 
sense.  The  first  is  appropriate  when  the  focus  is  on  the  competence  of  the  decision 
maker,  the  second  when  one  is  more  interested  in  how  improvements  to  the  decision 
maker's  support  system  and  infrastructure  can  improve  decision  quality.  In  addition, 
'best'  requires  interpretation  in  Ihe  context  of  the  specific  case  at  hand.  For  example,  in 
some  situations,  the  level  of  risk  may  be  more  important  ihan  in  others;  sometimes 
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robustness  against  flaws  in  execution  may  be  important  in  deciding  between  options, 
and  so  on. 

2.3.3  Modelling  Decision  Making 

Because  of  the  emphasis  on  command  and  control  and  because  network  centricity  is 
mainly  about  information  generation  and  flow,  modelling  the  decision-making  process 
is  likely  to  be  an  important  aspect  of  any  study  of  NCW.  However,  the  state  of  funda¬ 
mental  vmderstanding  in  this  area  is  such  that  a  detailed  representation  is  not  feasible 
at  present.  This  points  to  a  probabilistic  approach,  so  avoiding  having  to  specify  too 
much  detail.  It  means  that  speed  and  soimdness  would  each  be  specified  by  a  mean,  a 
standard  deviation  and  an  adopted  probability  distribution.  Section  5  of  the  compan¬ 
ion  paper  [47]  attempts  to  develop  a  general  framework  for  such  modelling. 

As  noted  in  Ref.  47,  there  is  both  experimental  evidence  and  theoretical  support 
for  the  use  of  the  inverse  Gaussian  distribution  to  describe  decision  speed,  and  data  are 
available  on  values  of  mean  decision  times  and  their  variances  for  the  two  types  of  de¬ 
cision,  anal3dical  and  recognition-primed.  In  a  model,  a  given  percentage  of  decisions 
could  be  presumed  to  be  analytical,  depending  on  training  and  experience  of  the  mo¬ 
delled  decision  maker,  with  a  random  variable  used  to  determine  the  character  of  each 
particular  decision. 

Unlike  decision  speed,  there  is  no  empirical  data  known  to  us  on  which  to  base  a 
probabilistic  model  of  decision  soundness.  Also,  the  concept  behind  the  probabilistic 
approach,  in  which  a  soundness  value  is  selected  at  random  at  each  modelled  decision 
point,  may  be  too  coarse  for  many  applications.  Rather,  it  may  be  desirable  to  model 
the  process  of  option  generation  and  selection  in  more  detail.  Aside  from  the  complex¬ 
ity  of  such  an  approach,  difficulties  in  quantifying  decision  soundness  are  likely  to 
arise  in  identifying  the  'best  possible'  decision.  The  best  possible  course  of  action,  in  the 
absolute  sense,  is  usually  lutknown  to  the  decision  maker  at  the  time  that  the  decision 
must  be  made.  A  possible  approach,  based  on  the  construct  of  extant  commander's 
intent,  is  developed  in  Ref.  47.  Where  the  situation  is  too  complicated  for  this  to  be 
feasible,  a  parametric  study  on  mean  decision  soxmdness  and  its  variance  may  be 
required.  Comparison  of  a  range  of  parameter  values  would  simulate  the  effects  of 
varying  the  decision-maker's  competence  and  experience,  and  the  effects  of  stress, 
cognitive  biases  etc. 


2.4  Third  Level — Information 

Information  is  placed  below  decision  making  in  the  hierarchy  of  characteristics  because 
it  is  the  raw  material  required  by  decision  makers.  In  a  simulation-type  model,  one  can 
envisage  that,  for  example,  decision  time  will  depend  on  the  characteristics  ascribed  to 
the  information  flow. 

2.4.1  Information,  Data,  Knowledge,  Belief 

The  distinction  between  data,  information  and  knowledge  is  made  by  Se3nnour  et  ah 
[104]  (also  [105-107]),  who  define  'knowledge'  as  the  final  product  of  a  sequence  of 
transformations  starting  with  data  derived  from  the  environment.  An  additional  step, 
inserting  belief  between  information  and  knowledge  leads  to  the  following  [104]: 

•  'Data'  is  the  product  of  sensor  systems,  possibly  following  some  automatic  low-level 
processing  such  as  threshold  discrimination,  Fourier  transformation  etc. 
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•  'Information'  results  from  further  processing  of  data  to  render  it  suitable  for  presen¬ 
tation  to  a  human  decision  maker. 

•  'Belief'  is  obtained  by  human  processing  of  information. 

•  Belief  becomes  'knowledge'  after  a  certain  level  of  confirmation  derived  from  the 
processing  of  subsequent  pieces  of  information.  That  is,  knowledge  consists  of  be¬ 
liefs  that  correspond  to  the  truth  with  a  high  degree  of  probability. 

Burke  [108]  advocates  including  'feeling',  'will'  and  'thought'  as  categories  above 
knowledge  that  lead  to  'imderstanding',  which  is  held  to  be  an  emergent  property  of  a 
'Thought  System.'  With  the  possible  exception  of  will,  which  may  have  a  place  in  de¬ 
fining  'command'  [93],  the  usefulness  of  these  higher  categories  to  the  analysis  of  NCW 
is  not  clear  to  the  present  authors. 

A  different  view  of  the  relationship  between  information  and  knowledge  is  pre¬ 
sented  by  Griffin  and  Reid  [45].  They  regard  knowledge  development  as  a  process  of 
conceiving  theories  about  the  situation  at  hand  and  then  seeking  information  to  test  the 
theories.  The  'knowledge'  of  the  situation  consists  precisely  in  the  set  of  theories,  toge¬ 
ther  with  the  history  of  how  each  has  fared  imder  test.  In  this  view,  information  does 
not  lead  to  knowledge,  rather  knowledge  arises  from  a  process  of  creative  conception 
by  the  commander.  The  function  of  information  is  then  to  test  the  conceptions. 

From  the  point  of  view  of  modelling  at  a  high  level,  it  is  recommended  that  the 
transformation  of  data  into  information  not  be  represented  in  studies  of  NCW.  This  is 
equivalent  to  the  assumption  that  this  transformation  is  sufficiently  rapid  not  to  be  the 
limiting  step.  It  also  can  be  rationalised  by  reference  to  the  definitions  of  'data'  and 
'information'  given  above.  In  terms  of  these,  it  is  unlikely  that  the  transformation  of 
data  to  information  will  be  much  affected  by  the  adoption  of  NCW.  For  example,  an 
ASW  combat  system  turns  sonar  data  into  tracks,  which  are  information.  With  NCW, 
there  may  be  many  more  data,  but  they  will  still  be  turned  into  tracks.  On  the  other 
hand,  the  transformation  of  information  to  belief  and  belief  to  knowledge  are  part  of 
the  decision-making  processes  discussed  in  the  previous  section,  which  are  expected  to 
be  strongly  influenced  by  the  degree  of  net-centricity  of  the  force. 

2.4.2  Characteristics  of  Information 

This  section  lists  many  general  attributes  of  information.  The  importance  of  a  given 
attribute  depends  on  tire  manner  in  which  the  network  is  implemented.  For  example, 
relevance  and  clarity  may  have  less  importance  when  xmit-level  commanders  'pulT 
information  from  the  net,  compared  with  the  situation  where  the  network  'pushes' 
information  onto  commanders. 

Many  of  the  properties  listed  below  have  two  aspects,  one  that  is  intrinsic  to  the 
piece  of  information  and  a  second  that  depends  on  the  context:  the  use  to  which  the 
information  is  being  put,  or  the  relationship  of  the  piece  of  information  in  question  to 
other  pieces.  In  a  model,  it  is  envisaged  that  the  context  would  be  supplied  as  an  input. 
Intrinsic  properties  might  also  be  specified  as  inputs,  but  could  equally  well  be  derived 
as  outputs  from  the  model,  depending  on  the  level  of  detail  modelled. 

Relevance,  Clarity 

Relevance  is  the  extent  to  which  an  item  of  information  is  required  by  tite  recipient. 
Each  individual  piece  of  information  has  an  intrinsic  relevance  in  a  given  scenario,  but 
this  may  be  altered,  in  either  direction,  by  subsequent  pieces  of  information.  That  is, 
several  pieces  of  information  may  together  have  a  relevance  different  from  that  of  any 
one  of  them  alone. 
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Relevance  is  an  inherently  binary  quantity — ^a  piece  of  information  is  either  rele¬ 
vant  or  irrelevant — but  uncertainty  leads  to  the  desirability  of  interpreting  relevance  as 
a  continuous  variable.  For  example,  consider  a  piece  of  information  that  is  relevant  in 
situation  A  and  irrelevant  in  situation  B,  but  the  commander  does  not  yet  know  which 
situation  pertains.  If  tire  two  situations  are  equally  likely,  then  it  makes  sense  to  say 
that  the  piece  of  information  has  a  relevance  of  0.5;  if  situation  A  has  probability  0.1, 
then  the  relevance  of  the  information  is  0.1.  That  is,  relevance  can  be  taken  as  a  proba¬ 
bility-weighted  mean. 

Clarity  is  a  contextual  property  intended  to  reflect  degree  of  clutter:  the  extent  to 
which  a  relevant  item  of  information  is  obscured  by  a  plethora  of  irrelevant  items. 

Timeliness 

Timeliness  is  not  the  same  as  network  bandwidth.  A  metric  for  timeliness  must  reflect 
the  difference  between  the  time  at  which  an  item  of  information  is  required  and  the 
time  at  which  it  is  available — ^time  of  availability  is  an  intrinsic  property;  time  at  which 
the  piece  of  information  is  required  is  a  contextual  property.  Timeliness  is  imdefined 
for  a  piece  of  information  with  zero  relevance. 

Age,  Currency 

Age,  an  intrinsic  property,  is  the  time  since  the  item  of  information  was  created  or  last 
updated.  Currency  is  the  contextual  property  that  relates  age  to  the  time  when  the 
piece  of  information  becomes  so  outdated  that  it  can  no  longer  reliably  be  used. 

Accuracy 

When  an  item  of  information  is  created,  it  has  an  intrinsic  accuracy  determined  by  the 
properties  of  its  source.  Contextual  accuracy  is  a  function  of  this  and  the  perceptions  of 
the  recipient  the  level  of  uncertainty  in  the  recipient's  mind  over  the  degree  to  which 
the  item  of  information  corresponds  to  ground  truth.  By  taking  into  accovmt  a  recipi¬ 
ent's  beliefs,  we  include  tire  effects  of  circumstances  that  cause  the  recipient  to  suspect 
that  the  accuracy  of  an  item  of  information  is  more  or  less  than  its  intrinsic  accuracy. 
This  could  be  important  to  decision  making. 

Consistency 

Consistency  is  the  extent  to  which  a  new  item  of  information  agrees  witii  previous 
items,  or  with  the  local  common  tactical  picture  (CTP).  This  is  clearly  a  contextual 
property.  Lack  of  consistency  could  be  a  reason  for  a  commander  to  downgrade  the 
contextual  accuracy  of  an  item  of  information.  This  raises  the  complicated  question  of 
the  processes  by  which  misconceptions  in  a  local  CTP  can  be  corrected  by  additional 
information. 

Completeness 

Completeness  means  the  extent  to  which  all  the  required  parts  of  an  item  of  informa¬ 
tion  are  present.  Completeness  is  an  intrinsic  property  acquired  by  information  when  it 
is  created;  it  degrades  as  the  information  passes  along  unreliable  communications 
channels  or  is  held  in  storage  locations  that  are  less  than  100%  reliable  (§2.5). 

Comprehensibility 

Comprehensibility  is  the  ease  with  which  the  recipient  can  fuse  the  item  of  information 
into  the  local  CTP.  It  is  intended  as  an  intrinsic  property,  despite  its  definition  by  way 
of  a  context.  Low  comprehensibility  may  mean  that  the  information  does  not  make 
sense  to  the  recipient  or  that  the  form  of  the  information  is  such  that  the  recipient  can¬ 
not  easily  integrate  it  into  the  CTP. 
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Secrecy 

Intrinsic  secrecy  is  a  function  of  the  source  of  information  and  the  security  of  the  com¬ 
munication  channel  (§2.5);  it  is  degraded  by  transmission  through  a  charmel  that  is  not 
100%  secure.  The  contextual  aspect  to  secrecy  concerns  the  extent  to  which  the  recipi¬ 
ent  suspects  that  the  adversary  may  have  intercepted  the  information. 

Authenticity 

Authenticity  is  the  extent  to  which  the  recipient  of  information  can  verify  that  it  has 
come  from  the  purported  source  imaltered,  as  opposed  to  having  been  subjected  to  ad¬ 
versary  information  operations.  This  is  an  extreme  aspect  of  secrecy;  its  degradation 
requires  not  only  that  adversaries  can  access  the  network,  but  also  ^at  they  can  alter 
information  in  a  manner  that  is  difficult  to  detect. 

Intrinsic  authenticity  may  be  conveyed  by  trusted  signatures,  where  they  exist. 
As  before,  contextual  authenticity  refers  to  doubts  that  may  be  raised  in  the  mind  of  a 
recipient.  Degraded  contextual  authenticity  does  not  require  the  adversary  to  have 
been  successful  in  altering  an  item  of  information;  it  is  enough  for  own  commanders  to 
suspect  that  it  may  have  happened.  Sowing  doubt  over  authenticity  is  a  powerful  tactic 
for  countering  an  opponent's  network  centricity  ([75],  Appendix  C.3). 

Value 

Information  value  is  usually  defined  as  the  extent  to  which  possession  of  an  item  of  in¬ 
formation  enables  the  recipient  to  perform  more  effectively  [109].  With  fiiis  definition, 
value  is  a  higher-level  metric  than  tiie  others  in  this  section — ^more  of  a  measure  of 
system  performance  than  a  measure  of  performance,  in  the  terminology  of  Appendix 
A — since  it  depends  on  most,  perhaps  all,  of  the  other  properties  of  information.  That 
is,  value  is  not  expected  to  be  wholly  independent  of  the  other  properties.  It  is  a  con¬ 
textual  property. 

The  definition  has  been  interpreted  as  implying  that  a  particular  piece  of  infor¬ 
mation  is  of  little  value  to  a  force  if  the  force  would  probably  win  regardless  of  the 
availability  of  the  information,  or  would  probably  lose  even  if  it  receives  the  informa¬ 
tion  [109].  This  interpretation  depends  on  the  MOE  chosen.  For  example,  perhaps  pos¬ 
session  of  the  item  of  information  could  lead  to  a  win  or  loss  with  fewer  casualties  than 
would  have  been  the  case  witi^out  it. 

The  concept  that  knowledge  of  a  particular  situation  consists  of  the  set  of  theories 
that  have  been  created  in  explanation  of  it  [45]  leads  to  a  different  definition  for  the 
value  of  a  piece  of  information:  it  is  the  utility  that  the  piece  of  information  has  in  test¬ 
ing  the  various  theories.  This  emphasises  an  aspect  of  the  contextual  dependence  of 
'value' — ^information  that  can  test  a  certain  theory  is  of  value  to  a  commander  only  if 
the  commander  has  conceived  of  the  tiieory  in  question.  The  concept  of  'value'  given  in 
the  previous  paragraphs  is  also  context-dependent,  but  the  context  there  is  more  physi¬ 
cal  ^an  cognitive. 

Degree  of  Interoperability 

Degree  of  interoperability  also  appears  higher  in  the  hierarchy  (§2.1.8,  p.  13),  where  the 
distinction  between  information-flow  interoperability  and  information-usage  interop¬ 
erability  is  discussed.  The  second  is  the  high-level  property;  here  we  refer  to  the  first. 

As  regards  information  flow,  degree  of  interoperability  means  the  efficiency  with 
which  a  urdt  commander  can  obtain  information  from,  or  provide  information  to, 
the  network.  The  first  two  entries  in  Table  2.8  (p.  14)  list  some  metrics  for  this.  It  is  a 
contextual  property  in  that  it  depends  not  only  on  the  characteristics  of  the  piece  of 
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information,  but  also  on  the  nature  of  the  recipient.  The  degree  of  interoperability 
required  for  a  significant  gain  in  MOE  is  a  suitable  question  for  any  study  of  NCW  to 
address. 

Degree  of  information-flow  interoperability  could  be  interpreted  as  a  property 
either  of  information  or  of  the  network.  In  view  of  the  importance  attached  to  inter¬ 
operability  in  the  NCW  literature,  it  seems  preferable  to  place  it  at  as  high  a  level  as 
reasonable,  so  the  metrics  in  Table  2.8  have  been  constructed  to  emphasise  the  infor¬ 
mation-exchange  aspect  of  interoperability  rather  than  the  networking  aspect. 


2.5  Fourth  Level — General  Characteristics  of  Networks 

Technical  network  characteristics  are  regarded  as  likely  inputs  for  a  study  of  NCW. 
That  is,  it  is  envisaged  that  as  many  of  these  quantities  as  required  wovild  be  represent¬ 
ed  by  variables  that  are  varied  from  one  run  of  the  model  to  the  next.  For  example, 
Davis  et  al.  give  rationales,  in  the  context  of  modelling  a  military  C^  system,  for  utility 
functions  for  a  wide  range  of  network  and  information  characteristics  [110]. 

The  following  de^tions  are  constructed  with  a  modem  communications  net¬ 
work  in  mind.  As  described  below  in  §3.2.2,  there  are  many  other  types  of  networks  of 
military  relevance  and  utility  for  elucidating  general  characteristics  of  network-centric 
systems.  However,  attempting  to  generalise  the  definitions  below  to  cover  all  types  of 
networks  of  interest  would  unnecessarily  complicate  statements  ttiat  are  intended  to  be 
mainly  illustrative.  In  most  cases,  the  nahire  of  the  generalisation  required  for  a  given 
network  type  is  plain. 

Availability 

Availability  is  the  fraction  of  instances  that  a  communications  channel  is  accessible  on 
the  first  attempt.  Alternatively,  it  could  be  taken  as  the  mean  number  of  attempts  re¬ 
quired  to  obtain  access  to  the  channel. 

Concurrency 

By  concurrency  is  meant  the  level  of  conflict  resolution  in  the  network;  for  example,  the 
robustness  of  the  procedures  for  dealing  with  a  situation  where  two  nodes  in  ^e  net¬ 
work  try  simultaneously  to  update  a  piece  of  information. 

Coverage,  Homogeneity 

Coverage  refers  to  file  percentage  of  the  force  that  can  access  the  network;  homogene¬ 
ity  measures  the  extent  to  which  different  commanders  have  the  same  level  of  access. 
Both  are  intended  to  reflect  the  consequences  of  hardware  variability  across  platforms. 
Coverage  may  also  have  a  geographical  aspect. 

Reliability 

Reliability  has  two  aspects:  the  amoimt  of  distortion  or  corruption  that  the  channel 
introduces  into  information  passing  along  it,  and  the  extent  that  information  is  pro¬ 
tected  from  loss  while  not  in  transmission.  Here,  distortion  or  loss  is  viewed  as  being 
caused  by  hardware  inadequacies,  as  opposed  to  enemy  attack,  which  is  the  subject  of 
file  next  two  characteristics. 

Survivability 

Survivability  is  the  degree  to  which  the  network  can  withstand  physical  attack  and  stiU 
function  with  given  levels  of  availability  and  reliability  or,  alternatively,  the  level  of  de¬ 
gradation  in  availability  and  reliability  fiiat  a  given  level  of  enemy  attack  causes. 
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Security 

Security  is  the  degree  of  difficulty  experienced  by  the  adversary  in  gaining  access  to 
the  network,  either  to  copy  information  or  to  alter  it  covertly.  These  are  likely  to  be  two 
different  things;  presumably  it  is  easier  to  secure  a  network  against  data  alteration  than 
against  data  cop5dng.  Note  that  'cop5dng'  means  more  than  electronic  copying;  it  may 
include  activities  as  low-tech  as  an  adversary  making  written  notes  or  committing 
material  to  memory. 


2.6  Base  Level — Physical  Properties 

Quantities  such  as  bandwidth,  network  topology,  server  speed,  screen  layout  etc.  are 
foundational  in  the  sense  that  all  higher  quantities  depend  upon  them.  They  are  impor¬ 
tant  in  assessing  specific  implementations  of  a  system,  but  it  is  expected  that  the  rela¬ 
tionships  between  these  quantities  and  the  higher-level  properties  are  very  complex 
and  hence  difficult  to  determine  verifiably.  For  this  reason,  we  recommend  that  studies 
of  NCW  avoid  dealing  with  physical  properties,  taking  instead  network  properties  and 
perhaps  some  information  or  decision-making  properties  as  inputs. 


3.  Discussion — Network  Centricity  and 

Information-Based  Warfare 

The  previous  section  contains  a  review  of  concepts  and  issues  from  the  literature  on 
net-centric  warfare,  command  and  control,  and  decision-making.  In  this  section,  these 
concepts  and  issues  are  examined  to  further  the  understanding  of  what  it  means  to  be 
net-centric  and  explore  some  consequences  of  network  centricity. 

For  the  purposes  of  this  section,  we  take  a  'network'  to  be  a  system  of  resource 
nodes  plus  the  constrained  capabilities  for  moving  resource  elements  between  specific 
nodes.  Early  in  §3.2,  the  scope  of  the  discussion  is  restricted  to  high-capability  modem 
communications  networks.  From  there,  we  broaden  our  considerations  to  encompass  a 
wide  range  of  other  network  types,  such  as  road  networks  and  social  networks.  For 
any  of  these,  a  particular  network  may  or  may  not  be  complete  in  the  graph-theoretic 
sense,  namely  ^at  resources  can  move  directly  between  any  pair  of  nodes.  Similarly, 
node  links  may  or  may  not  be  reciprocal;  for  example  a  node  may  be  able  to  move 
resotuces  directly  to  another  node  but  not  receive  directly  from  that  node.  However,  it 
is  assumed  here  that  the  network  is  coimected;  that  is,  ^at  there  is  at  least  one  route 
from  a  given  node  to  any  other  node. 


3.1  The  Importance  of  Understanding  the  Nature  of  Net  Centricity 

In  assembling  the  review  of  §2,  we  found  ourselves  frequently  asking  the  question  in 
regard  to  a  concept  or  behaviour  pattern:  'is  this  net-centric?'  Section  3.2  presents  our 
approach  to  this  question,  but  first  it  is  appropriate  to  reiterate  why  the  question 
matters;  why,  that  is,  one  would  invest  effort  in  seeking  to  understand  and  define 
network  centricity. 

The  recent  very  great  advances  in  information  network-based  technology,  of 
which  the  rise  of  the  internet  is  perhaps  the  most  visible,  can  reasonably  be  expected  to 
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be  of  significant  potential  benefit  to  the  military.  They  could  lead  to  capabilities  that  are 
scarcely  possible  in  the  absence  of  networking,  or  possible  only  at  great  cost,  resulting 
in  greater  flexibility,  allowing  a  force  to  be  able  to  deal  witir  a  wider  ttueat  spectrum, 
and  higher  efficiency  of  operations,  so  that  more  can  be  accomplished  by  a  force  of 
given  size.  The  question  is,  how  should  military  forces  be  structured  to  maximise  these 
benefits?  Proponents  of  NCW  answer:  'by  becoming  net-centric'.  That  is,  it  is  desirable 
to  do  more  tl^  just  put  a  high-capability  network  in  place.  It  is  entirely  plausible  tiiat 
the  provision  of  high-capability  communications  networks  to  a  military  of  traditional 
structure  and  concepts  of  operations  would  lead  to  improvements,  but  much  greater 
improvements  are  available,  it  is  claimed,  if  the  military  restructures  and  adapts  its 
concepts  of  operations  to  become  network  centric. 

To  test  this  point  of  view,  it  is  necessary  to  know  what  is  meant  by  net  centricity, 
and  to  be  able  to  recognise  it,  or  its  absence,  in  any  given  instance  of  military  organisa¬ 
tion  or  behaviour.  For  it  is  only  wilii  this  capability  that  it  becomes  possible  to  quantify 
the  extent  to  which  military  operations  may  benefit  from  NCW  and  to  identify  paths 
toward  network  centricity.  The  last  point  is  very  important:  a  fundamental  issue  for 
military  decision  makers  is  to  choose,  within  the  constraints  of  available  resources, 
among  the  many  ways  in  which  forces  could  be  restructured  to  use  communications 
networks  efficaciously,  and  in  which  the  networks  themselves  could  be  structured. 

From  the  point  of  view  of  paths  toward  network  centricity,  it  is  useful  to  regard 
net  centricity  not  as  a  binary  property,  either  present  or  not,  but  rather  as  a  continuum 
ranging  from  platform  centricity — complete  absence  of  any  net-centric  orientation — ^to 
full  network  centricity.  That  is,  it  makes  sense  to  conceive  of  partial  network  centricity. 
This  point  is  elaborated  in  §3.2.3,  but  first  we  consider  how  to  identify  network  centri¬ 
city  in  any  given  situation. 


3.2  What  is  Net  Centricity? 

Is  such-and-such  network  centric?  The  obvious  approach  to  answering  such  a  question 
is  to  look  for  the  characteristics  of  network  centricity  (§2.1)  but,  for  reasons  detailed  in 
the  next  section,  we  are  tmconvinced  that  these  properties  have  diagnostic  force;  it  is 
possible  to  conceive  of  non-network-centric  systems  that  display  tire  characteristics,  at 
least  when  taken  one  by  one  and  when  'network'  is  taken  to  mean  a  high-capability 
communications  network.  Having  reached  this  point,  we  were  led,  via  consideration  of 
several  examples,  to  formulate  a  concept  of  network  centricity  that  is,  we  believe,  more 
diagnostically  useful  than  previous  conceptions.  Like  all  attempts  so  far  at  defining 
network  centricity,  ours  is  derived  from  a  list  of  properties  that,  in  our  view,  charac¬ 
terise  a  net-centric  system.  This  section  presents  this  view  of  net  centricity,  beginning 
with  the  difficulties  that  motivated  its  development. 

3.2.1  Emergent  Properties  of  NCW  as  Indicators  of  Net  Centricity 
Section  2.1  details  frie  supposed  emergent  properties  of  NCW.  In  much  of  the  litera¬ 
ture,  it  appears  to  be  assumed  that  the  occurrence  of  one  or  more  of  these  emergent 
behaviours  is  direct  evidence  of  net  centricity.  It  is,  however,  not  clear  to  us  that  there 
is  an  immediate  or  direct  relationship  between  the  advanced  use  of  network  techno¬ 
logy  and  many  of  these  properties.  Nor  is  it  clear  that  there  is  an5dhmg  revolutionary 
about  these  concepts  or,  if  revolutionary,  what  the  nature  of  the  revolution  is. 

The  basis  upon  which  the  properties  of  §2.1  are  used  to  define  net  centricity  is 
the  claim  that  they  are  emergent  properties  of  increased  networking.  A  well  known 
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example  of  an  emergent  property  is  intelligence,  arising  from  the  accumulation  of 
neurons.  Somehow,  the  combination  of  many  simple  objects  and  processes — ^neurons 
and  their  connections — combines  into  a  complex  system  from  which  intelligence 
emerges.  How  this  happens  is  unknown,  although  the  importance  of  complexity  per  $e 
is  generally  recognised.  It  is  not  required  that  an  emergent  property  to  be  beneficial  or 
desirable,  but  all  properties  so  far  identified  as  emerging  from  network  centricity  in 
warfare  can  be  beneficial.  In  most  of  the  literature  on  NCMW,  it  is  assumed  that  the 
benefits  of  network  centricity  wiU  vastly  outweigh  any  negative  impacts. 

Just  as  intelligence  is  supposed  to  emerge  from  a  sufficiently  complex  arrange¬ 
ment  of  neurons,  it  is  argued  ^at,  from  networking  technology  and  the  correct  (i.e. 
network-centric)  conditions,  file  properties  of  §2.1  arise.  The  reverse  is  then  widely 
assumed:  the  presence  of  these  properties  is  an  indication  that  the  system  must  be  net- 
centric.  In  fids  section,  each  of  the  properties  of  §2.1  is  examined  in  turn  to  see  how  far 
fids  assumption  is  valid. 

Speed  of  Command 

Putting  to  one  side  the  question  of  whether  an  increase  in  the  speed  of  command  pro¬ 
motes  military  effectiveness,  here  we  address  the  question  of  whether  a  net-centric 
focus  can  produce  a  higher  speed  of  command  than  is  possible  by  any  other  means.  It 
is  not  relevant  to  note  that  a  network  might  actually  slow  the  speed  of  command  (due 
to,  for  example,  information  overload);  that  is  the  eqid valent  of  noting  that  a  complex 
system  need  not  be  intelligent.  The  correct  question  is:  can  one  achieve  a  speed  of  com¬ 
mand  higher  than  is  conceivable  without  a  net-centiic  orientation?  The  answer  might 
be  yes,  but  that  then  raises  the  question  of  degree.  Many  systems  patently  without  a 
high-speed  communications  network  have  nevertheless  displayed  remarkably  high 
speeds  of  command.  A  well  known  example  is  the  Mongol  invasions  of  the  thirteenth 
century.^  So,  how  fast  must  the  speed  of  command  be  to  provide  evidence  of  network 
centricity?  There  is  no  clear  answer  to  this  question,  and  hence  it  is  difficult  to  use  ele¬ 
vated  speed  of  command  to  label  a  system  imambiguously  as  net-centric. 

Level  of  Force  Agility  and  Ability  to  Amass  Effects 

Level  of  agility  pertains  to  the  ability  of  a  force  to  react  to  new  circumstances  and  re¬ 
vise  its  organisation  to  handle  them.  A  prime  example  is  the  army  battalions  of  the  mid 
1800s  that  could  quickly  change  formation  in  order  to  handle  the  diverse  threats  of 
artillery  and  cavalry  (line-a-breast  and  square  respectively).  Perhaps  the  prototypical 
example  of  force  agility  was  displayed  by  the  Mongol  warriors.  As  regards  massed 
effect,  in  Napoleonic  times  weight  and  quickness  of  fire  were  needed  to  offset  a  lack  of 
accuracy  of  aim.  In  World  War  H,  the  carrier  battle  group  was  a  potent  example  of  both 
agility — ^its  manoeuvrability  and  the  reconfigurability  of  its  aircraft — and  massed  effect. 
These  examples  of  force  agility  and  the  ability  to  amass  effects  were  entirely  adequate 

^  '...such  was  [their]  speed  and  ardour...,  that  in  less  than  six  years,  they  had  measured  a  line  of 
ninety  degrees  of  longitude...'  [lll,p.77].  During  the  campaign  for  the  conquest  of  Himgary, 
the  Mongols  at  one  stage  famously  travelled  180  miles  in  3  days  to  outmanoeuvre  Polish  and 
German  reinforcements  and  rout  the  Himgarian  forces  [112].  The  result  was  catastrophic:  'The 
whole  country  north  of  the  Danube  was  lost  in  a  day  and  depopulated  in  a  summer'  [lll,p.78]. 
During  the  conquest  of  Persia  two  decades  earlier,  tiie  Mongol  forces  frequently  took  towns  by 
surprise  because  they  travelled  faster  than  the  news  of  their  coming,  a  feat  that  no  modem  force 
of  similar  size  (Gibbon  estimated  ~700000  warriors)  could  expect  to  equal.  Here,  too,  devasta¬ 
tion  was  extreme.  Writing  in  the  late  17(X)s,  Gibbon  commented  that  'five  centuries  have  not 
been  sufficient  to  repair  the  ravages  of  four  years'  [lll,p.64].  None  of  this  would  have  been  pos¬ 
sible  without  an  efficient  system  that  was  very  fast  for  the  age. 
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for  the  needs  of  the  time,  and  all  were  achieved  without  a  network  in  the  modem 
sense.  Hence,  although  force  agility  is  probably  enhanced  by  net  centricity,  it  cannot  be 
used  as  a  defining  property  of  a  net-centric  system. 

Self-Synchronisation  and  Shared  Situational  Awareness 

NCW  orthodoxy  says  that  increased  networking  would  produce  increased  joint  situ¬ 
ational  awareness  and,  when  this  is  coupled  to  a  common  sense  of  piurpose  and  a  high 
level  of  interoperability,  units  will  naturally  self-synchronise  their  resources  so  that  the 
requirement  for  a  central  command  hierarchy  would  be  reduced.  This  would  in  turn 
enable  swarming  tactics  with  smaller  platforms.  As  with  speed  of  command,  we  set 
aside  the  question  of  whether  swarming  is  an  effective  style  of  combat,  and  also  the 
point  that  the  existence  of  a  network  could  just  as  easily  promote  a  centralisation  of 
c^ommand  (§2.1.3).  The  question  here  is:  is  self-synchronisation  inconceivable  witiiout  a 
network-centric  focus? 

A  cursory  glance  at  historical  examples  of  swarming  given  by  its  proponents  [59 
(p.28)]  suggests  that  the  answer  is  'no' — ^the  Athenian  Navy  at  Salamis,  the  Mongols, 
the  British  Navy  defeating  the  Spanish  Armada,  American  Minutemen  against  British 
regulars  are  all  examples  from  before  the  rise  of  modem  communication  networks. 
However,  these  examples  refer  to  swarming,  not  self-synchronisation.  They  show  that 
the  ability  to  conduct  swarming  does  not  require  net  centricity,  but  say  nothing  about 
high  levels  of  self-synchronisation.  It  seems  that,  however  much  swarming  requires 
trust  and  shared  intent,  only  infrequent  episodes  of  synchronisation  are  needed. 

In  fact,  it  is  possible  to  conceive  of  a  force  without  a  network  but  nevertheless 
self-synchronised  and  with  a  high  degree  of  shared  situational  awareness.  It  could  look 
like  the  following:  each  unit  in  the  field  has  its  own  sensors  sufficient  to  inform  it  of 
conditions  in  its  portion  of  the  battlespace.  The  common  intent  is  already  promulgated. 
Unit  commanders  have  previously  trained  together  sufficiently  extensively  to  be  confi¬ 
dent  that  they  know  how  their  colleagues  wUl  respond  to  the  situation  as  it  unfolds. 
This  scenario  encompasses  the  elements  required  for  self-synchronisation  and  shared 
situational  awareness,  witiiout  the  necessity  for  any  communication  between  unit  com¬ 
manders.  It  is  not  claimed  that  this  is  the  best  or  most  efficient  manner  to  achieve  self¬ 
synchronisation — ^using  a  network  may  well  be  better — but  the  fact  that  it  is  conceiv¬ 
able  shows  that  self-synchronisation  and  a  high  level  of  shared  situational  awareness 
are  not  sufficient  to  characterise  a  system  as  network-centric. 

The  scenario  outlined  in  the  previous  paragraph  may  seem  rather  forced,  but  it  is 
not  so  far  from  reality  in  coalition  operations  when  security  considerations  constrain 
the  passage  of  information  between  national  forces.  Then  it  might  be  the  case  that  each 
nation  is  forced  to  rely  more  or  less  on  its  own  sensors.  However,  given  a  clearly  un¬ 
derstood  common  intent,  effective  liaison  staffs  and  a  sufficient  background  of  person¬ 
al  contact  between  officers  of  the  various  nations,  tire  whole  force  may  be  able  to  self- 
synchronise  even  in  the  absence  of  comprehensive  sharing  of  information  between  the 
various  national  groupings. 

Conduct  ofEffects-Based  Operations 

'Effects-based  operations'  means  the  concentration  of  operations  on  the  adversary's 
will  to  fight.  This  is  an  age-old  goal  [113(book  3)],  one  that  was  conceivable  and  indeed 
pursued  as  practical  doctrine  long  before  the  rise  of  modem  communications.  So  it  is 
clearly  not  one  that  requires  an  electronic  network  in  the  current  sense  of  the  term. 

The  key  to  EBO  is  an  imderstanding  of  the  opponent,  their  objectives,  concept  of 
operations  etc.  This  type  of  information  is  fundamentally  based  upon  HUMUSTT,  not 
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extended  sensor  nets;  however,  the  application  of  this  information  is  likely  to  require 
precision  sensor  information  and  the  collation  of  disparate  data,  which  may  be  more 
available  using  network  resources. 

Reachback 

One  might  argue  that  reachback  could  be  carried  out  by  telephone  or,  even  more  ex¬ 
tremely,  by  signal  fires.  However,  the  level  of  resources  accessible  by  these  means  is 
very  limited,  so  that  the  activity  scarcely  qualifies  as  reachback  in  the  modem  sense. 
The  situation  here  is  different  from  that  concerning  speed  of  command,  for  which  one 
has  the  problem  of  deciding  how  fast  is  fast  enough  to  qualify  as  network  centric.  With 
reachback,  the  differences  are  of  kind  rather  than  of  degree;  if  the  outcome  of  reach- 
back  requires  graphics,  video,  large  text  documents  etc,  then  a  modem  network  must 
be  involved.  Hence,  the  provision  of  high-level  reachback  services  indicates  the  exis¬ 
tence  of  a  high-capability  network.  Whether  net  centricity  then  automatically  follows 
remains  to  be  determined.  (This  is  considered  in  §3.2.3.) 

Information  Superiority 

As  with  effects-based  operations,  so  with  information  superiority:  the  goal  of  knowing 
the  adversary  while  achieving  covertness  oneself  is  age-old  (Appendix  C.l).  Hence,  the 
same  argument  applies — ^if  it  could  be  conceived  of  and  pursued  as  practical  policy  so 
long  ago,  then  it  is  achievable  in  the  absence  of  a  modem  communications  network 
and  so  is  not  an  indicator  of  network  centricity.  However,  as  with  self-S3mchronisation, 
the  availability  of  a  high-capability  network  is  probably  the  only  really  practical  way  of 
achieving  information  superiority,  at  least  where  large  forces  or  multi-mission  opera¬ 
tions  are  involved. 

Interoperability  of  Information  Usage 

The  term  'information-usage  interoperability'  is  used  here  to  encompass  all  those  as¬ 
pects  of  interoperability  that  determined  the  extent  to  which  information  received  is 
understood  and  can  be  put  to  effective  use  (§2.1.8).  Once  again,  although  the  presence 
of  a  network  might  facilitate  information-usage  interoperability,  it  is  not  necessary. 
Other  media  for  promoting  effective  information  usage  are  eminently  conceivable  and 
probably  more  effective,  such  as  liaison  staff,  extensive  personal  contacts  between 
staffs  of  different  nations  and  services,  and  appropriate  training. 

Summary  and  Comments 

The  arguments  of  this  section  can  be  summarised  as  follows:  network  centricity  cannot 
exist  without  a  high-capability  network  yet,  except  for  the  provision  of  a  significant 
reachback  capability,  examples  can  be  foimd  of  systems  without  networks  that  display 
each  of  the  posited  emergent  properties  of  net-centric  systems.  Hence,  apart  from 
reachback,  these  properties  cannot  be  used  as  indicators  of  network  centricity.  The  fact 
that  provision  of  reachback  might  be  an  indicator  of  network  centricity  is  hardly  very 
strong — a  system  could  be  network  centric  without  having  a  reachback  facility  avail¬ 
able. 

Most  of  the  examples  cited  in  this  section,  and  on  which  its  conclusion  is  based, 
are  taken  from  history;  some  of  them  occurred  many  centuries  ago.  How  relevant  are 
they  to  modem  warfare?  The  distinguishing  features  of  modem  warfare  include  a  very 
high  tempo  of  battle,  operations  over  great  distances  and  a  high  level  of  complexity  of 
operations,  in  terms  both  of  the  munber  and  variety  of  combatants.  There  are  limits  to 
the  extent  to  which  any  of  these  can  be  increased,  limits  that  may  well  depend  on 
the  level  of  network  capability  possessed  by  a  force.  Nevertheless,  the  fact  that  a  net- 
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centric  force  may  be  able  to  reach  a  higher  level  in  one  or  more  of  these  capabilities  is  a 
matter  of  degree  rather  than  kind;  it  does  not  help  much  with  Ihe  task  of  identifying  or 
defining  network  centricity  in  a  system.  There  is  a  clear  need  for  the  identification  of 
genuinely  defining  characteristics  of  network  centricity;  §§3.2.2-3.2.4  attempt  this. 

We  reiterate  that  we  do  not  argue  that  networks  will  not  facilitate  warfighting 
capabilities  or  enhance  the  emergent  characteristics  of  NCW,  but  rather  that  the  charac¬ 
teristics  are  of  themselves  not  definitive  of  net  centricity. 

Many  commonly  held  naval  attitudes  to  NCW  boil  down  to  something  like:  'if 
we  have  a  computer  network  and  are  using  it,  then  we  are  doing  NCMW'.  Is  this 
reasonable?  It  mirrors  developmental  reality,  but  does  not  imply  a  revolution  or  radical 
change  in  operations.  What  is  required  for  a  revolution  in  military  affairs  is  the  devel¬ 
opment  of  radically  effective  new  warfare  concepts  that  are  enabled  by  computer 
networks.  The  study  of  emergent  properties  is  a  methodology  for  developing  these. 
Clearly,  network  centricity  need  not  have  any  emergent  properties,  but  its  claim  to  be 
considered  revolutionary  is  weakened  without  at  least  one.  However,  even  if  NCW  is 
not  revolutionary,  it  might  still  be  useful.  This  is  a  question  for  analysis  to  arbitrate; 
and,  in  the  end,  being  useful  is  more  important  than  being  revolutionary. 

3.2.2  Network  Attributes  Characteristic  of  Net  Centricity 

Since  the  properties  of  §2.1  appear  to  be  inadequate  for  defining  network  centricity,  we 
explored  instead  characteristics  of  a  wide  range  of  existing  networks.  In  particular,  ex¬ 
amples  of  the  successful  usage  of  the  internet  and  social  networks  (e.g.,  alumni  asso¬ 
ciations,  'old  boys'  clubs  etc.)  were  examined  to  suggest  and  test  proposed  network 
characteristics.  In  this  section,  networks  are  characterised  through  a  list  of  capabilities. 
The  list,  though  perhaps  not  complete,  is  based  primarily  upon  the  aulhors'  observa¬ 
tions  of  the  civilian  and  military  internet  as  it  has  developed  over  the  past  twenty 
years,  and  on  our  personal  experience  with  various  social  networks  such  as  academic, 
military,  scientific,  religious,  sporting  and  family  networks. 

•  Ad  hoc  geometry.  Effective  networks  do  not  in  general  have  a  regular  geometrical 
structure,  such  as  hierarchical,  hub-and-spoke,  etc.  Rather,  connections  between 
nodes  grow  out  of  a  myriad  of  local  concerns,  so  that  the  pattern  of  linkages  appears 
random  when  the  network  is  viewed  at  an  appropriate  scale. 

•  Robustness.  Because  of  the  geometry,  there  are  large  numbers  of  communication 
paths  between  most  pairs  of  network  nodes.  Where  this  is  the  case,  bottlenecks  are 
rare  and  the  system  is  not  so  vulnerable  to  the  failure  of  an  individual  node. 

•  Between  peers.  Each  node  in  the  internet  is  the  equal  of  all  other  nodes.  It  is  true  that 
social  nets  often  have  a  hierarchy,  but  this  usually  produces  bottlenecks  and  points 
of  failure,  so  reducing  the  efficiency  of  the  network. 

•  Common  grounding  or  basis  of  relationship.  Nodes  have  cultural  or  other  points  of  com¬ 
monality  that  facilitate  the  usage  of  the  network. 

•  Dynamic  communities  of  like  minded  people.  Internet  users  organise  themselves  into  in¬ 
terest  groups  and  sub-networks  often  without  formal  membership  requirements. 
These  groups  have  a  dynamic  membership  depending  upon  the  availability  and  in¬ 
terest  of  the  members.  Similarly,  social  groups  form  when  there  is  a  common  basis 
of  interest  or  issue  to  address,  and  then  evolve  or  dissolve  when  the  issue  is  no  long¬ 
er  of  importance. 

•  Open  access.  Appropriately  authorised  users  can  access  the  network  through  any 
node;  they  are  not  restricted  to  a  single  or  'home'  node. 

•  Portability  of  function.  Functions  are  not  tied  to  particular  nodes,  but  can  be  carried 
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out  at  any  node.  For  example,  in  a  net-centric  system,  a  sonar  operator  would  not 
need  to  be  located  on  the  platform  carrying  the  sonar  system. 

•  Anonymity.  With  the  internet,  users  and  providers  of  information  need  know  little 
about  one  another.  Often,  providers  of  information  do  not  know  a  -priori  who  will 
access  their  information.  Also,  providers  usually  do  not  know  who  is  advertising 
the  location  of  their  information. 

•  Geographical  independence.  Physical  location  of  nodes  is  unimportant.  The  network 
imposes  a  new  distance  metric  based  upon  communication  lag  times  or  numbers  of 
nodes  traversed  in  a  communication.  For  example,  by  this  metric  DRDC- Atlantic  is 
closer  to  nodes  in  Ottawa  than  university  nodes  in  Halifax  because  the  Canadian 
military  network  links  to  the  civilian  network  through  Ottawa. 

•  Distributed  computing.  The  network  allows  partial  computations  to  be  conducted  in 
parallel  utilising  resources  at  physically  separated  locations. 

•  Collective  memory.  Each  node  has  access  to  data  stored  in  a  wide  variety  of  locations, 
giving  a  robust  memory.  Virtual  bulletin  boards  and  lists  of  Imks  provide  assistance 
in  locating  particular  items  of  data;  the  dispersed  and  ad  hoc  nature  of  these  also  en¬ 
hances  robustness. 

•  Speed  of  information  dispersal.  Information  is  spread  with  exponential  rapidity,  using 
the  principle  T  tell  three  people,  each  of  them  tells  three  people,  and  so  on'.  On  the 
one  hand,  the  impact  of  this  is  attenuated  by  the  possibility  of  errors  acciunulating 
with  each  re-transmission;  on  the  other  hand,  a  given  piece  of  information  may 
arrive  from  more  than  one  source  or  by  more  than  one  route,  giving  rise  to  possi¬ 
bilities  for  trapping  transmission  errors. 

A  consequence  of  several  of  these  capabilities  is  that  resources  might  not  be  available 
on  demand  as  required,  but  the  likelihood  of  imavailability  diminishes  as  the  size  of 
the  network  grows. 

The  totality  of  the  network  is  usually  beyond  the  capability  of  a  single  person  to 
control  or  know.  Thus,  whedier  it  be  the  'old  boys'  network,  sales  networking  or  the 
internet,  the  manner  of  usage  is  not  so  much  that  of  a  user  knowing  exactly  where 
to  find  something,  than  one  of  publishing  a  request  for  a  resource  and  waiting  for 
another  user,  often  unknown,  to  fill  it.  Similarly,  data  is  often  offered  on  the  net,  not 
because  it  has  been  requested,  but  because  it  is  available  and  may  be  of  use  to  someone 
else. 

This  list  of  network  characteristics  refers  not  so  much  to  the  nattue  of  the  techno¬ 
logy  as  to  its  use.  The  characteristics  are  nevertheless  facilitated  by  the  technology.  The 
main  difference  between  modem  electronic  'internet's  and  social  networks  is  the 
breadth  of  their  scope  and  speed  of  their  response.  Past  social  networks  can  respond  as 
fast  with  information  or  have  as  wide  a  breadth,  but  without  an  electronic  network  are 
incapable  of  both  together. 

3,2.3  Heuristic  Characterisation  of  Network  Centricity 

The  characteristics  listed  in  the  last  section  can  be  used  to  distinguish  net-centric  from 
other  systems,  thereby  providing  an  implicit  definition  of  network  centricity.  The  es¬ 
sence  of  the  characteristics  in  the  previous  section  concerns  how  the  network  is  used 
rather  titan  tire  underlying  technology.  By  implication,  titerefore,  the  key  characteristic 
of  a  net-centric  system  is  one  of  attitude  of  the  users,  a  breaking  out  and  broadening  of 
focus  away  from  individual,  unit  or  platform  concerns — the  'platform-centric'  atti¬ 
tude — ^to  acknowledge  the  wider  mission  and  responsibilities  of  the  team,  task  group 
or  coalition.  This  point  of  view— focusing  not  on  the  properties  of  the  network  but 
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rather  on  the  use  to  which  it  is  put— may  be  a  sharper  way  of  defining  network  centri- 
city  and  recognising  it  in  a  system. 

In  more  detail,  we  advocate  that  a  definition  of  network  centricity  should  include 
the  following  aspects: 

1.  The  nodes  of  the  system  are  widely  dispersed  geographically,  yet  are  able  to  access 
one  another  with  high  speed. 

2.  There  is  an  element  of  altruism  in  the  manner  in  which  each  node  uses  the  network 
—users  keep  the  benefit  of  others  on  the  net  in  mind  when  determining  their  style 
of  net  usage. 

3.  Each  user  has  a  relationship  with,  or  sense  of  responsibility  to,  the  community  of 
other  network  users  as  a  whole.  This  implies  a  degree  of  commitment  to  the  com¬ 
munity. 

4.  Users  have  some  level  of  trust  that  requests  posted  to  the  net  by  otiiers  are  not  friv¬ 
olous,  selfish  or  narrowly  acquisitive. 

5.  Users  have  a  reasonable  level  of  trust  that  their  own  requests  posted  to  the  net  wiU 
not  be  ignored. 

To  explore  this  furlher,  if  one  considers  'net-centric'  and  'platform-centric'  as  re¬ 
presenting  extremes,  then  there  are  two  different  types  of  intermediate  case: 

•  'Network-enabled  platform-centric  orientation'  can  be  said  to  apply  when  the  focus 
remains  witti  the  platform  while  use  is  made  of  the  network  to  exchange  informa¬ 
tion  efficiently.  The  idea  of  a  reachback  centre  (§3.3.3  below)  is  an  example.  Others 
independently  make  a  similar  distinction  between  network  centricity  and  platform- 
enabled  network  centricity  [78,114]. 

•  The  term  'task-group-centric  orientation'  refers  to  a  situation  with  a  high  level  of 
unity  amongst  units  in  a  task  group,  with  integrated  sharing  of  aU  resources  and 
task  focus,  but  much  less  integration  with  entities  outside  of  the  task  group.  Effec¬ 
tively,  a  force  witii  this  orientation  comprises  several  separate  net-centric  entities — 
the  task  groups — ^with  only  a  low  level  of  connectivity  between  them. 

In  terms  of  the  five  aspects  of  net  centricity  above,  a  platform-centric  network  might 
include  the  first,  but  would  not  include  the  second  or  third,  and  the  levels  of  trust  re¬ 
ferred  to  in  points  4  and  5  would  be  rather  low  compared  with  the  net-centric  case. 
That  is,  the  difference  between  a  network-enabled  application  and  a  net-centric  system 
depends  on  the  relationship  between  nodes.  In  a  network-enabled  application,  the 
network  is  used  primarily  to  benefit  tiie  user's  unit  and  does  not  require  any  relation¬ 
ship  between  nodes.  Thus,  IP-addressable  sensors,  where  a  user  can  access  the  data 
from  a  sensor  independent  of  the  sensor's  owner,  is  a  network-enabled  application.  To 
become  net-centric,  there  must  be  a  relationship  between  the  user  and  the  owner,  so 
that  the  owner  is  willing  not  only  to  share  the  resource,  but  further  to  consider  the  con¬ 
cerns  of  other  users  when  deciding  to  change  tiie  state  of  the  resource,  even  to  the  point 
of  releasing  some  level  of  control  to  possibly  unknown  users.  In  return,  the  owner  must 
gain  some  benefit  from  the  user's  activity,  which  need  be  no  more  than  furtherance  of  a 
common  goal  or  purpose. 

3.2.4  Definition  of  Network-Centric  Warfare 

As  concerns  the  definition  of  network  centricity,  the  key  feature  emerging  from  the 
analysis  of  the  previous  section  is  the  manner  in  which  the  user  uses  the  network.  The 
previous  section  contains  the  details,  but  it  can  be  convenient  to  have  these  distilled 
into  a  single  sentence.  In  the  context  specifically  of  NCW,  such  a  sentence  might  read: 
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Network-centric  warfare  is  the  conduct  of  military  operations  using  networked 
information  systems  to  generate  a  flexible  and  agile  military  force  that  acts  imder 
a  common  commander's  intent,  independent  of  ttie  geographic  or  organisational 
disposition  of  the  individual  elements,  and  in  which  the  focus  of  the  warfighter  is 
broadened  away  from  individual,  unit  or  platform  concerns  to  give  primacy  to 
the  mission  and  responsibilities  of  the  team,  task  group  or  coalition. 

Our  approach  to  the  definition  of  network  centric  warfare  can  be  encapsulated  by 
the  addition  of  a  fifth  'right'  to  the  usual  four  (§1.1);  not  only  will  the  right  information 
be  available  to  tire  right  person  at  the  right  time  in  the  right  form,  but  also  it  will  be  put 
to  the  right  use. 


3.3  Discussion 

3.3.1  Implications  of  NCW  for  Morale  and  Loyalty 

The  motivation  for  moving  to  network  centricity  in  warfare  lies  in  the  benefits  that  it 
may  bring.  It  is  credible  to  expect  that  a  properly  set  up  network-centric  force  will  be 
able  to  use  resources  more  efficiently  than  is  currently  possible.  This  includes  more 
efficient  provision  of  logistics,  access  to  reachback,  faster  and  more  effective  decision 
making,  and  so  on.  The  result  ought  to  be  a  force  multiplier;  a  network-centric  force 
should  be  able  to  do  more  than  a  platform-centric  force  with  the  same  resources.  Be¬ 
yond  this  however,  we  note  that  many  of  the  social  networks  mentioned  in  §3.2.2  pro¬ 
vide  more  than  information  and  access  to  resources.  They  also  provide  'moral'  support. 
This  socialisation  aspect  to  networking  could  be  expected  to  strengtiien  morale  and 
contribute  positively  to  unity  of  purpose,  especially  of  a  coalition  force. 

On  the  other  hand,  any  move  away  from  platform  centricity  encoimters  the  issue 
of  loyalty.  Loyalty  to  a  ship,  regiment  etc.  is  a  powerful  unifying  force  in  tiie  military. 
There  are  real  benefits  to  be  obtained  from  developing  such  esprit  de  corps,  not  the  least 
being  the  promotion  of  unit  cohesiveness — one  of  the  most  important  factors  motivat¬ 
ing  tire  warfighter  under  fire  [115].  However,  extremes  of  unit  loyalty  that  are  foxmded 
on  or  in  some  way  promote  negative  attitudes  to  the  rest  of  the  force  are  detrimental  to 
the  force  as  a  whole  and  particularly  to  the  development  of  a  net-centric  orientation. 
Yet  it  may  be  that  this  is  saying  no  more  than  that  there  is  a  natural  limit  to  the  size  of 
the  group  in  which  an  intense  loyalty  can  be  engendered.  If  so,  then  perhaps  the  great¬ 
er  interconnectivity  provided  by  networking  can  push  back  this  limit,  so  giving  com¬ 
mon  intent  and  in-group  relatedness  a  chance  to  become  force-wide.  If,  on  the  other 
hand,  this  cannot  be  achieved,  tiien  net-centric  operations  may  lead  to  high  levels  of 
stress  derived  from  unresolved  conflicts  of  loyalty.  It  is  not  clear  where  the  balance  lies 
in  this  complex  issue;  this  may  be  another  question  for  analysis  to  address. 

3.3.2  Network  Centricity  Related  to  Rational  Selfishness 

'Rational  selfishness'  is  a  term  coined  by  the  populist  philosopher  Ayn  Rand  [e.g.  116, 
117]  to  describe  her  version  of  a  concept  that  dates  back  at  least  to  ancient  Greece.  Rand 
applies  it  to  a  range  of  social  dichotomies  such  as  capitalism  versus  socialism  and  indi¬ 
vidualism  versus  the  collectivist  orientation  of  many  eastern  cultures.  The  relevance 
here  lies  in  the  correspondence  of  these  dichotomies  with  that  of  platform  centricity 
versus  network  centricity.  Exploration  of  these  parallels  provides  a  different  perspec¬ 
tive  on  the  nature  of  network  centricity. 
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A  platform-centric  orientation  can  be  regarded  as  selfish  in  focus:  the  interests  of 
the  platform  are  paramoxmt.  In  this  sense,  it  corresponds  to  the  capitalist  and  individu¬ 
alist  sides  of  the  social  dichotomies.  In  contrast,  a  network-centric  orientation  implies 
acting  with  the  interests  of  the  whole  group  primarily  in  mind.  This  is  not  so  dissimilar 
from  the  golden  rule  of  Judeo-Omstianity  or  the  social  mores  of  many  eastern  cultures, 
such  as  in  Japan,  where  one  is  supposed  to  moderate  one's  actions  by  continuously 
accommodating  other  people's  wishes,  desires  and  sensitivities. 

Rational  selfishness  links  these  seemingly  opposed  ideologies;  one  cannot,  it  is 
claimed,  obtain  the  best  for  oneself  if  others  in  the  society  are  not  also  doing  well.  That 
is,  the  outcome  desired  by  naive  selfishness  is  impossible  to  achieve  in  isolation,  emd 
can  in  a  community  only  be  achieved  when  others  are  also  in  a  position  to  achieve  their 
own  selfish  outcomes.  ^  more  specific  terms,  any  action  of  mine  that  damages  the  in¬ 
terests  of  others  must  eventually  but  inevitably  also  be  harmful  to  me,  and  so  is  an 
action  that  I  would  avoid  if  my  selfishness  were  rational. 

The  application  of  this  notion  to  a  military  force  is  clear:  it  is  rare  for  a  platform  to 
fight  in  isolation;  the  interests  of  any  one  platform  are  inextricably  linked  with  the  in¬ 
terests  of  its  fellows  in  the  task  group.  Hence,  unthinking  platform-centric  actions  will 
in  fact  be  detrimental  to  the  interests,  viewed  in  the  large,  of  the  platform.  With  this 
perspective,  we  see  tiiat  platform  centricity,  rightly  conceived,  ought  to  be  little  differ¬ 
ent  in  its  effect  from  net  centricity.  The  difference  in  focus  is  not  as  great  as  it  appears. 

What  are  we  to  make  of  ^s  point  of  view?  Is  it  just  philosophical  smoke  and 
mirrors  that  hides  all  the  hard  bits  in  the  words  'rightly  conceived'?  The  history  of 
philosophy  attests  to  the  difficulty  of  getting  people  to  have  right  conceptions,  or  even 
to  agree  on  what  they  might  be,  let  alone  to  act  on  them.  The  conclusions  of  rational 
selfishness  rely  on  trust  and  clarity  of  thought,  neither  of  which  are  universal  in  any 
community.  As  applied  to  NCMW,  we  must  take  into  account  fine  reality  that  not  every 
commander  will  be  a  team  player,  that  rivalry  exists  and  that  clear-sighted  prediction 
of  the  consequences  of  one's  actions  is  difficult.  That  is,  the  damage  that  one's  behavi¬ 
our  causes  to  others  often  is  a  result  of  misunderstanding  rather  than  malice. 

True  network  centricity  will  be  achievable  only  with  a  rather  higher  level  of  trust 
than  has  been  typical  in  joint  or  coalition  forces.  Taldng  the  internet  as  a  paradigm,  one 
can  envisage  situations  in  which  a  platform  may  seek  a  resource  without  knowing  in 
advance  where  it  will  come  from.  This  would  not  be  tolerated  unless  the  platform  com¬ 
mander  were  prepared  to  trust  that  access  to  the  resource  would  be  denied  only  if  it 
truly  were  needed  elsewhere,  and  not  because  of  another's  waste  or  hoarding.  Cto  the 
other  side,  those  offering  the  resource  must  be  prepared  to  trust  that  a  request  from  a 
platform  commander,  of  whom  they  might  have  no  knowledge,  stems  from  genuine 
need. 


3.3.3  Reachback — ^Linking  Information-Based  Warfare  to 
Network  Centricity 

Using  the  definition  of  net  centricity  in  §3.2.4,  it  is  clear  that,  for  currently  configured 
processes  and  force  organisations,  there  may  be  many  useful  applications  of  net¬ 
working  that  are  not  net  centric,  but  merely  network  enabled.  Indeed,  there  may  be 
scenarios  in  which  there  is  more  to  be  gained  from  network-enabled  processes  than 
from  something  that  is  fully  network  centric. 

For  example,  Neal  [118]  envisages  the  establishment  of  a  'reachback  centre'  to 
handle  all  requests  for  information.  In  our  view,  this  is  not  a  network-centric  concept. 
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but  rather  is  network-enabled  platform-centric  thinking.  Neal's  reachback  centre  is 
available  24  hours  a  day,  has  access  to  whatever  resources  field  commanders  may 
require  and  also  has  such  a  high  level  of  situational  awareness  that,  whenever  it 
answers  a  question,  it  knows  who  else  in  the  battlespace  would  benefit  from  the 
information  and  dispatches  it  accordingly.  There  is  no  doubt  that,  if  such  a  reachback 
centre  could  be  staffed  continuously  with  the  right  mix  of  expertise,  could  avoid  over¬ 
load  at  times  of  high  demand  and  could  be  protected  from  attack,  either  physical  or 
electronic,  then  making  subject  matter  experts  available  on  such  a  basis  would  add  a 
capability  that  would  be  difficult  to  provide  individually  to  all  potential  users.  The 
reachback  application  of  Britten  [73]  is  similar  and  provides  major  advantages  in  terms 
of  supportability,  speed  of  deployment  and  maintainability.  There  is  little  question  that 
these  are  beneficial  ideas,  despite  being  'merel/  network-enabled. 

However,  it  is  much  more  in  the  spirit  of  net  centricity  to  envisage  reachback  as 
working  in  a  distributed  fashion,  like  an  internet  newsgroup.  When  commanders  need 
something,  they  post  a  query  or  request  and  a  response  comes  from  whomever  may  be 
willing  to  contribute  one.  Whether  this  is  better  or  worse  from  the  point  of  view  of 
military  effectiveness  depends  on  practicalities.  For  the  distributed  net-centric  reach- 
back  system,  a  major  worry  is  tiiat  there  is  no  guarantee  of  an  answer  or  of  when  the 
answer  will  arrive.  However,  the  experience  of  the  internet  suggests  that,  when  a 
network  becomes  large  enough,  the  likelihood  of  such  an  adverse  outcome  is  negli¬ 
gible. 

An  example  of  such  a  newsgroup-like  application  might  be  the  formation  of  a 
support  group  that  is  available  to  augment  a  commander's  staff  dynamically  and  vol¬ 
untarily.  To  follow  the  newsgroup  analogy,  a  commander  facing  a  potential  situation 
might  post  a  query  to  the  newsgroup  asking  for  solutions.  The  response  would  depend 
who  was  monitoring  the  newsgroup  at  the  time,  their  interests  and  available  resources. 
In  an  associated  andogy,  a  moderated  newsgroup  might  be  able  to  debate  a  number  of 
solutions  to  a  problem  and  provide  the  commander  with  an  expanded  assessment  of  a 
planned  operation.  Because  of  security  concerns  and  to  engender  trust  in  the  compe¬ 
tence  of  the  replies,  the  'reachback  group'  should  be  more  structured  than  an  ordinary 
internet  newsgroup.  For  example,  membership  would  have  to  be  vetted.  In  times  of 
likely  high  demand,  there  may  need  to  be  a  roster  set  up  to  ensure  that  people  with  the 
right  mix  of  skills  are  logged  on  and  monitoring  the  newsgroup.  Membership  of  such  a 
reachback  group  need  not  be  limited  to  current  serving  officers.  This  may  be  a  very 
good  way  of  drawing  on  the  skills  and  experience  of  recently  retired  staff,  or  even 
particularly  highly  trusted  analysts. 

The  concept  of  reachback  can  be  expanded  to  apply  to  all  resoiurces,  not  just  in¬ 
formation.  For  example,  a  unit  could  call  up  anti-tank  fire  when  needed,  rather  than 
canying  anti-tank  capability  themselves.  Taking  the  full  net-centric  viewpoint,  the  call 
for  anti-tank  fire  should  be  non-directed,  just  like  a  call  for  information;  the  unit  does 
not  care  where  the  anti-tank  roxmd  comes  from,  so  long  as  it  is  timely  and  well  target¬ 
ed.  If  information  operations  were  well  advanced,  it  might  even  be  possible  to  delude 
an  adversary  unit  into  delivering  the  anti-tank  roxmd! 

Following  on  from  these  ideas  of  net  centricity,  a  network-enabled  platform¬ 
centric  force  might  be  set  up  so  that  any  platform  can  access  data  from  any  other  plat¬ 
forms'  sensors.  A  net-centric  force  might  instead  be  organised  across  warfare  areas 
instead  of  platforms,  witii  a  dynamic  linking  of  warfare-area  subject-matter  experts 
who  evaluate  data  from  sensors  that  do  not  belong  to  their  particular  platform  and 
which  was  processed  on  a  third  platform. 
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3.4  Metrics  for  Network  Centricity 

As  the  reasoning  in  this  Section  makes  clear,  none  of  the  metrics  given  in  Tables  2.1-2.9 
is  adequate  as  an  indicator  of  level  of  network  centricity,  however  much  they  may  be 
useful  as  measures  of  the  various  characteristics  of  net-centric  systems.  This  is  because 
these  characteristics  are  not  definitive:  §3.2.1  gives  examples  of  non-net-centric  systems 
that  display  each  of  them.  The  key  characteristic  of  network  centricity,  in  our  view,  is 
the  broadening  of  warfighter  focus  that  is  emphasised  in  oiu  definition  of  NCW  (§3.2.4, 
p.  33),  so  that  tile  information  received  via  the  network  is  put  to  the  right  use.  The  task 
of  constructing  a  metric  for  network  centricity  then  comes  down  to  the  difficult  prob¬ 
lem  of  capturing  'broadening  of  focus'  quantitatively.  We  do  not  have  a  suggestion  suf¬ 
ficiently  mature  for  presentation  here.  However,  further  research  on  this  question  may 
be  assisted  by  a  concrete  example.  The  following  paragraphs  present  such  an  example, 
taken  from  recent  modelling  by  TTCP  MAR  Action  Group  1  [119]. 

The  scenario  analysed  is  a  maritime  interception  operation,  in  which  a  force  of  N 
interceptors  patrols  a  control  line  and  seeks  to  intercept  any  vessel  wishing  to  cross  the 
line.  TTCP  MAR  AG-1  applied  queueing  theory  to  this  scenario.  As  well  as  the  number 
of  interceptors,  the  model  requires  as  inputs: 

•  the  mean  number  of  incoming  vessels  per  day 

•  the  mean  time  required  for  an  interceptor  to  service  in  incoming  vessel 

•  the  mean  time  for  an  incoming  vessel  to  evade  the  interception  (that  is,  to  'renege'  in 
queueing-theory  terms). 

The  overall  measure  of  effectiveness  (MOE)  is  the  probability  that  an  incoming  vessel  is 
intercepted.  Figure  3.1  shows  results  as  a  function  for  arrival  rate  for  4  interceptors 
with  a  mean  service  time  of  4.0  h  and  a  mean  evasion  time  of  1.0  h. 

The  three  lines  in  Figure  3.1  show  the  effect  of  different  concepts  of  operations 
(CONORS).  In  the  platform-centric  CONORS,  the  control  line  is  divided  into  sectors  of 


Figure  3.1:  Queueing-theory  calculation  of  the  probability  of  intercepting  incoming  vessels  in  a 
maritime  interception  operation  as  a  function  of  arrival  rate  (after  Fig.  5  of  Ref.  119).  The  inter¬ 
ception  force  comprises  4  interceptors  each  taking  on  average  4.0  h  to  deal  with  an  intercepted 
vessel.  Incoming  vessels  can  evade  the  interception  in  an  average  of  1.0  h  if  not  intercepted 
within  that  time.  The  lines  show  results  for  three  different  concepts  of  operations,  as  discussed 
in  the  text.  The  double  arrow  shows  the  gain  in  effectiveness  attributed  to  'broadening  of  focus'. 
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responsibility,  one  for  each  intercepting  asset.  This  CONOPS  can  be  reasonably  des¬ 
cribed  as  'platform-centric'  because  each  interceptor  remains  fixed  its  own  sector  of 
responsibility  and  concerns  itself  only  with  vessels  entering  its  sector.  The  outcome 
depends  on  adversary  tactics.  If  the  incoming  vessels  obligingly  spread  out  across  the 
control  line,  so  that  each  interceptor  experiences  the  same  arrival  rate,  then  the  result  is 
the  middle  curve  in  Figure  3.1  (that  is,  the  broken  curve).  However,  incoming  vessels 
intent  on  smuggling  are  more  likely  to  bxmch  up  and  attempt  to  rush  one  sector.  The 
extreme  case,  where  all  incoming  vessels  pass  through  a  single  sector,  gives  the  bottom 
curve  in  Figure  3.1,  the  chain  curve.  The  MOE  corresponding  to  any  given  situation  lies 
between  these  two  extremes. 

The  full  curve  in  Figure  3.1  shows  the  results  for  a  different  CONOPS,  in  which 
interceptors  are  positioned  adaptively  to  match  the  pattern  of  incoming  vessels.  If  this 
is  achieved  perfectly  then,  as  soon  as  an  interceptor  completes  an  interception,  it  can 
begin  the  interception  of  another  incoming  vessel,  if  there  is  one  not  yet  dealt  with.  The 
minimum  gain  in  MOE  available  from  this  CONOPS  is  shown  by  the  area  between  the 
full  and  broken  curves  in  Figure  3.1,  as  indicated  by  the  double  arrow.  To  achieve  this 
additional  effectiveness,  platform  commanders  must,  when  their  platforms  are  idle,  be 
willing  to  look  beyond  their  sectors  and  go  to  the  aid  of  an  overloaded  interceptor, 
even  though  this  risks  allowing  a  smuggler  to  slip  through  their  own  sector  of  respon¬ 
sibility.  This  is  what  is  meant  by  'broadening  of  focus'— each  platform  commander  acts 
for  the  benefit  of  the  whole  force  rather  than  concentrating  on  maximising  the  contri¬ 
bution  of  his  or  her  platform  to  Ihe  MOE.  Achievement  of  the  broadening  of  focus  can 
be  significantly  affected  by  the  command  style  the  Force  Commander;  some  command 
styles  will  promote  a  broadening  of  focus,  others  will  inhibit  it. 

AAA 

The  above  results  on  maritime  interception  are  presented  in  some  detail  because  they 
provide  a  clear  example  of  a  gain  in  effectiveness  obtained  by  Ihe  broadening  of  focus 
that  is  a  central  element  in  our  conceptualisation  of  network  centricity.  This  example 
has  a  natural  metric:  ihe  fraction  of  incoming  vessels  that  are  intercepted.  However, 
that  metric  is  clearly  scenario-dependent.  Whether  it  is  possible  to  abstract  these  con¬ 
cepts  to  produce  a  general  scenario-independent  metric  for  network  centricity  remains 
to  be  determined. 


3.5  Summary 

The  process  of  replacing  one  set  of  characteristics  of  network  centricity  with  another 
indicates  that  the  most  important  feature  of  network  centricity  is  the  use  to  which  the 
network  is  put,  rather  than  the  physical  or  technological  characteristics  of  the  network, 
as  important  as  they  might  be.  It  is  clearly  possible  for  a  high-capability  network  to  be 
used  in  a  platform-centric  manner,  behaviour  that  we  have  termed  'network-enabled 
platform-centric'.  The  reachback  centre  is  a  specific  example  of  a  platform-centric  con¬ 
cept  that  requires  a  high-capability  network  for  its  implementation. 

The  question  of  metrics  for  network  centricity  then  comes  down  to  a  metric  that 
can  quantify  'right  use'  of  the  network  and  the  information  that  it  delivers.  Section  3.4 
describes  a  scenario  in  which  a  gain  in  effectiveness  is  available  through  the  adoption 
of  a  net-centric  orientation,  but  it  is  not  clear  how  to  generalise  this  metric  to  make  it 
scenario-independent. 
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The  conclusions  of  this  section  must  be  tempered  with  the  practical  consideration 
of  the  size  of  the  network  available.  Full  intemet-like  capabilities  will  be  achieved  only 
when  the  number  and  variety  of  nodes  in  the  network  exceed  certain  critical  values 
[55],  the  magnitudes  of  which  are  at  present  imcertain;  this  is  yet  another  question  that 
analysis  might  address. 


4.  Conclusions 

This  study  began  with  an  evaluative  collation  of  properties  of  network-centric  systems, 
as  expounded  in  the  literature  on  network-centric  warfare.  In  view  of  the  multitude  of 
options  facing  military  planners  seeking  to  move  their  forces  toward  network  centrici- 
ty,  it  is  important  to  have  clear  concepts  of  the  nature  of  network  centricity  and  how  to 
recognise  it.  Elucidation  of  these  are  a  main  aim  of  this  paper,  together  with  the  formu¬ 
lation  of  some  metrics.  The  initial  motivation  was  to  inform  a  TTCP  MAR-Group  study 
of  network-centric  maritime  warfare.  Consequently,  the  emphasis  falls  naturally  on  the 
high-level  characteristics  of  NCW. 

Concerning  the  identification  of  network  centricity,  examination  of  the  high-level 
properties  of  NCW  shows  that  none  is  clearly  diagnostic;  that  is,  one  can  conceive  of 
systems  displaying  them  despite  not  being  net-centric  as  we  understand  the  term.  This 
led  to  the  compiling  of  anolher  list  of  properties,  derived  from  characteristics  of  the 
internet  and  other  effective  networks.  This  list  is,  we  believe,  better  suited  to  the  iden¬ 
tification  of  network  centricity  and  points  to  a  key  element  in  its  nature,  namely  the 
manner  in  which  the  system  is  used.  In  our  view,  access  to  a  high-capability  network  is 
not  sufficient  for  a  system  to  be  network-centric.  It  is  also  necessary  that  die  network  be 
used  in  a  manner  that  supports  the  force  as  a  whole,  rather  than  its  use  being  focused 
on  the  needs  of  a  particular  unit  or  platform.  This  leads  to  the  following  definition  of 
NCW: 

Network-centric  warfare  is  the  conduct  of  military  operations  using  networked 
information  systems  to  generate  a  flexible  and  agile  military  force  that  acts  imder 
a  common  commander's  intent,  independent  of  the  geographic  or  organisational 
disposition  of  the  individual  elements,  and  in  which  the  focus  of  the  warfighter  is 
broadened  away  from  individual,  unit  or  platform  concerns  to  give  primacy  to 
the  mission  and  responsibilities  of  the  team,  task  group  or  coalition. 

The  emphasis  on  motivation — a  human  dimension — ^in  the  definition  of  network 
centricity  parallels,  though  is  distinct  from,  recent  work  emphasising  human  aspects  in 
command  and  control  [91-95].  As  with  command,  network  centricity  is  not  just  about 
hardware.  The  connection  between  network  centricity  and  is  not  coincidental,  for  a 
significant  function  of  a  net-centric  system  is  to  support  command  and  control;  most  of 
the  characteristics  of  network-centricity  discussed  in  §§2.1  and  3,1.1  concern  aspects  of 
C^.  Thus  it  is  to  be  expected  that  the  human  dimension  of  — 'only  humans  com¬ 
mand'  [92] — should  be  reflected  in  the  concept  of  network  centricity. 

We  distinguish  two  intermediate  states  between  the  extremes  of  platform  centri¬ 
city  and  network  centricity:  network-enabled  platform  centricity  and  task-group  cen¬ 
tricity.  The  first  refers  to  a  situation  in  which  the  orientation  is  fundamentally  platform 
centric,  but  networking  is  used  to  enhance  capability.  The  second  lies  closer  to  true  net¬ 
work  centricity;  the  force  is  subdivided  into  task  groups  that  are  internally  net-centric 
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but  externally  not.  This  is  a  possible  structure  for  a  coalition  force,  where  the  task 
groups  comprise  the  platforms  of  each  participating  nation. 

The  recognition  that  the  emergent  properties  of  NCW  are  not  diagnostic  has  a 
corollary:  that  metrics  for  these  properties  are  inadequate  as  measures  of  degree  of 
network  centricity.  That  is,  level  of  self-synchronisation,  to  take  one  example,  cannot  be 
reliably  used  as  a  metric  for  level  of  network  centricity  because  one  can  conceive  of  cir¬ 
cumstances  in  which  a  non-netted  force  shows  a  high  degree  of  self-synchronisation 
(§3.2.1).  The  question  of  how  to  construct  a  general  scenario-independent  metric  for 
degree  of  network  centricity  remains  open. 

Finally,  we  conclude  by  quoting  an  early  comment  that,  although  written  well 
before  the  development  of  NCW  as  a  concept,  nevertheless  clearly  refers  to  the  central 
military  problem  tiiat  NCW  seeks  to  address  [39(p.  269)]: 

'Confronted  with  a  task  and  having  less  information  available  than  is  needed  to 
perform  the  task,  an  organisation  may  react  in  either  of  two  ways.  One  is  to  in¬ 
crease  the  information-processing  capacity,^  the  other  is  to  design  the  organisa¬ 
tion,  and  indeed  the  task  itself,  in  such  a  way  as  to  enable  it  to  operate  on  the 
basis  of  less  information.  These  approaches  are  exhaustive;  no  others  are  conceiv¬ 
able.' 

To  adopt  NCW  is  to  choose  the  first  of  these  alternatives.  The  rationale  for  so  choosing 
lies  in  the  recognition  that  warfare  is  dominated  by  uncertainty  and  in  the  belief  that 
more  information  means  less  xmcertainty.  However,  it  has  been  suggested  that  the  xm- 
certainty  of  war  has  its  roots  not  so  much  in  an  inadequate  information-processing 
capability  as  in  the  difficulty  of  predicting  what  the  enemy  will  do  [29,120],  and  no  sen¬ 
sors  are  yet  capable  of  reading  tiie  enemy's  mind  [38,41].  Hence,  it  is  obliquely  claimed 
that  the  impetus  for  NCW  is  misguided.  There  may  well  be  scenarios  for  which  this  is 
the  case.  On  the  other  hand,  the  general  need  for  more  high-quality  information  on  the 
battlefield  is  undeniable.  With  sufficient  information,  it  may  be  possible  to  identify  all 
the  possible  courses  of  action  open  to  the  adversary  so  that,  although  this  does  not 
identify  the  enemy's  actual  plan,  one's  own  planning  can  cover  all  contingencies.  (This 
concept  must,  however,  be  applied  with  skill  and  flair.  As  the  maxim  has  it:  an  enemy 
that  has  two  possible  courses  of  action  open  to  it  will  always  choose  a  third.)  In  short, 
one  would  be  wary  of  facing  a  net-centric  adversary  without  NCW  capability  of  one's 
own. 


^  This  should  be  read  to  include  the  capacity  to  generate  the  additional  information  required,  as 
well  as  to  process  it. 
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Appendix  A: 

On  the  Names  of  Metrics 

One  of  the  aims  of  this  work  is  to  develop  examples  of  metrics  for  net-centric-system 
properties,  since  the  ability  to  define  such  metrics  is  an  indicator  of  real  understanding 
of  the  system  imder  study.  Metrics  are  often  arranged  into  a  hierarchy  that  mirrors  the 
hierarchy  of  properties,  and  names  are  assigned  to  groupings  at  various  levels.  How¬ 
ever,  there  is  no  uniformity  in  the  usage  of  the  names.  For  example,  a  task  force  of  the 
U.S.  Military  Operations  Research  Society  proposed  four  levels  of  metrics;  in  order 
from  lowest  to  Wghest  these  are  termed  'dimensional  parameters',  'measures  of  perfor¬ 
mance'  (MOP),  'measures  of  effectiveness'  (MOE)  and  'measure  of  force  effectiveness'. 
This  terminology  also  appears  in  a  NATO  publication  [121(p.l0)].  Another  hierarchy, 
also  with  four  levels,  that  is  gaining  crirrency  in  Australia,  uses  the  terms  MOP,  MOE, 
'measure  of  outcome'  and  'measure  of  capability',  again  from  lowest  to  highest.  That  is, 
'MOE'  is  tiie  second  lowest  level  of  metric  here,  whereas  the  MORS/NATO  scheme 
uses  the  same  term  for  the  next  one  up,  the  second  highest. 

In  the  present  work,  we  are  more  concerned  with  the  hierarchy  of  properties  than 
with  the  names  of  metrics.  However,  it  is  routine  to  describe  the  most  important  goal 
of  network  centricity  as  'improving  military  effectiveness',  so  we  have  adopted  'MOE' 
as  the  term  for  the  metric  that  measures  this.  All  other  metrics  refer  to  the  performance 
of  a  subsystem  of  the  system  in  question,  so  we  term  these  'MOPs'.  On  the  rare  occa¬ 
sion  that  it  is  expedient  to  refer  to  a  level  between  these  two,  we  use  the  term  'measure 
of  system  performance'. 

(We  believe  that  the  use  of  'MOE'  to  denote  the  highest-level  metric  has  historical 
precedent,  although  a  reference  in  support  of  this  has  not  come  to  hand.  For  example, 
Morse  and  Kimball's  famous  book  [122]  contains  a  chapter  entitled  'The  use  of  mea¬ 
sures  of  effectiveness',  but  they  use  ^e  term  generically  to  mean  any  metric.  Koopman 
[123]  uses  'MOE'  in  a  similar  manner.  It  seems  tiiat  the  concept  of  a  hierarchy  of  met¬ 
rics  did  not  exist  when  ttiese  books  were  written.  A  third  famous  book  from  the  early 
days  of  operational  research,  Quade's  compilation  [124],  does  not  mention  'MOE'  at  all, 
and  uses  the  term  'criterion'  in  place  of  'metric'.) 

A  well  structured  piece  of  operational  research  must  include  an  MOE,  to  ensure 
that  that  military  effectiveness  is  the  overriding  consideration.  Because  of  the  difficulty 
of  aggregation,  arising  from  the  unavoidable  arbitrariness  of  weighting  factors,  there 
should  be  just  one  MOE  [124(p.l60)].  If  it  really  is  impossible  to  express  the  aims  of  the 
study  in  a  single  MOE,  then  it  is  preferable  to  nm  the  analysis  several  times,  once  for 
each  MOE,  rather  than  attempt  an  aggregation. 
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Appendix  B: 

Descriptions  of  Degrees  of  Network  Centricity 

One  of  the  following  may  provide  a  suitable  scheme  for  parameterising  the  level  of  net¬ 
work  centricity  as  a  discrete-valued  variable. 


B.l  Levels  of  Infonnation  Systems  Interoperability  (LISI)  [l25] 

Level  0— Isolated  Interoperability  in  a  Manual  Environment 

•  Isolated  (stand-alone)  systems. 

•  Data  transfer  by  re-keying  or  extractable,  common  media  (e.g.  floppy  disk). 

•  Fusion  of  information,  if  any,  done  off-line  by  individual  decision-maker. 

Level  1 — Connected  Interoperability  in  a  Peer-to-Peer  Environment 

•  Systems  capable  of  electronic  linking. 

•  Limited  data-transfer  capability— text  e-mail,  common  graphic-file  formats  (.tif,  etc.) 

•  Little  capability  for  decision-makers  to  collectively  fuse  information. 

Level  2 — Functional  Interoperability  in  a  Distributed  Environment 

•  Systems  reside  on  local  networks. 

•  Formal  data  models  exist;  only  the  logical  data  model  is  common;  each  program 
may  define  its  own  physical  data  model. 

•  Capability  to  transfer  fused  data  in  simple  formats  (e.g.  graphics  annotated  with  a 
text  overlay). 

Level  3 — Domain-Based  Interoperability  in  an  Integrated  Environment 

•  Systems  connected  by  wide-area  networks. 

•  Data  models,  both  logical  and  physical,  are  implemented  across  functional  areas 
that  comprise  a  domain,  allowing  database-to-database  interactions. 

•  Individual  applications  may  access  central  or  distributed  data  repositories. 

•  Group  collaboration  on  data  fusion. 

Level  4 — Enterprise-Based  Interoperability  in  a  Universal  Environment 

•  E>istributed  global  information  space  across  multiple  domains. 

•  Data  and  applications  fully  shared. 

•  Advanced  forms  of  collaboration  (e.g.  the  virtual  office). 


B.2  Network-Centric  Operations  Maturity  Model  [3(§8.1.3.1)] 

Maturity  Value  0— Platform-Centric  Operations 

•  Organic  sources  of  situational  awareness. 

•  Traditional  C^. 

Maturity  Value  1 

•  Sharing  of  information  between  platforms  for  improved  situational  awareness. 

•  Traditional  C^. 
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Maturity  Value  2 

•  Sharing  of  information  between  platforms  for  improved  situational  awareness. 

•  C2  doctrine  includes  some  level  of  collaborative  planning. 

Maturity  Value  3 

•  Richer  sharing  of  information  between  platforms  to  obtain  an  approach  to  true  shar¬ 
ed  situational  awareness. 

•  C2  doctrine  includes  some  level  of  collaborative  planning. 

Maturity  Value  4 

•  Richer  sharing  of  information  between  platforms  to  obtain  an  approach  to  true  shar¬ 
ed  situational  awareness. 

•  Existence  of . .a  Mission-Capability  Package  that  allows  integration  across  doctrine, 
organisation,  training,  material,  and  otiier  aspects  of  the  force  and  its  supporting 
systems  that  permit  self-synchronisation'  [3]. 


B.3  DSTO-Communications-Division  Capability  Options  [126] 

•  Level  1 — Do  Nothing:  Essentially  ciurent  capability  (~2004  timeframe). 

•  Level  2 — Quick  Fix:  More  stovepipes — multi-channel  secure  voice,  digital  COMSEC, 
inter-ship  LANs,  multi-media  archives. 

•  Level  3 — CIS  Integration:  Fully  automated  COMCEN,  electronic  key  management, 
multi-band  radios  and  modems. 

•  Level  4 — Survivable  CIS  Integration:  Level  3  plus  more  communications  bandwidth 
and  robustness  to  jamming. 

•  Level  5 — Enhanced  Battlespace  Awareness:  Level  4  plus  wideband  sensor  commimica- 
tions  network  and  automated  distributed  picture  compilation  capability. 

•  Level  6 — Intelligence-Based  Warfare:  Level  5  plus  direct  sensor-to-shooter  commimica- 
tions  with  multi-static  sensing,  and  integrated  communications  with  capability  for 
information  operations. 

•  Level  7 — Full  Network-Centric  Warfare:  Level  6  plus  whatever  is  necessary  to  enable 
cooperative  engagements. 


B.4  From  a  Study  of  and  lO 

Stevens  et  al.  [127],  in  a  study  of  ways  of  representing  C^  and  lO  in  military  simula¬ 
tions,  used  modelling  options  listed  in  the  following  Tables. 


Table  Bl:  Options  relating  to  communications  systems  [127]. 


ID 

Title 

Description 

Cl 

Assured  communications  with 
stochastic  delays 

No  restrictions  on  availability  of  communications 
links,  other  than  a  random  delay  with  a  specified 
distribution. 

C2 

Unassured  communications  with 
simple  constraints 

As  for  Cl,  with  simple  additional  restrictions,  such 
as  hne-of-sight,  frequency  compatibility  etc. 

C3 

Protocol-level  communications 

Protocols  associated  with  specific  communications 
systems  are  modelled. 

C4 

Physics-level  commimications 

Propagation  physics  is  explicitly  modelled. 
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Table  B2:  Options  relating  to  sensor  systems  [127]. 


ID 

Title 

Description 

SI 

Simple  parametric  sensors 

Sensors  are  characterised  by  a  small  set  of  generic 
parameters. 

S2 

Detailed  parametric  seirsors 

As  for  SI,  with  a  more  detailed  suite  of  parameters. 

S3 

Physics-based  sensors 

Sensor  physics  is  explicitly  modelled. 

Table  B3:  Options  relating  to  data  fusion  [127]. 


ID 

Title 

Description 

FI 

Ground-truth  fusion 

CTP  (own,  adversary  or  both)  contain  groxmd-truth 
data;  sensors  not  modelled  with  this  option. 

F2 

Perfect-correlation  dead-reckoning 
fusion 

Contacts  from  different  sensors  correlate  perfectly ; 
dead  reckoning  is  used  to  obtain  position  estimates. 

F3 

Imperfect-correlation  dead-reck¬ 
oning  fusion 

As  for  F2,  but  attribute  matching  and  a  simple  mea¬ 
sure  of  correlation  is  used  for  contact  correlation. 

F4 

Imperfect-correlation,  Kalman- 
filter  fusion 

Correlation  as  in  F3,  with  a  Kalman  filter  used  for 
position  estimation. 
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Appendix  C: 

On  Information 

C.l  The  Importance  of  Infonnation  to  Warfare 

The  importance  of  information  to  success  in  war  has  been  understood  from  ancient 
times.  For  example.  Sun  Tzu  (c.  400's-200's  BC)  wrote,  inter  alia: 

'A  military  operation  involves  deception.  Even  though  you  are  competent,  ap¬ 
pear  to  be  incompetent.  Though  effective,  appear  to  be  ineffective.  When  you  are 
going  to  attack  nearby,  make  it  look  as  if  you  are  going  to  go  a  long  way;  when 
you  are  going  to  attack  far  away,  make  it  look  as  if  you  are  going  just  a  short  dis¬ 
tance.'  [113(book  1)] 

'...the  consummation  of  forming  an  army  is  to  arrive  at  formlessness.  When  you 
have  no  form,  imdercover  espionage  cannot  find  out  an)dhing,  intelligence  can¬ 
not  form  a  strategy.'  [113(book  6)] 

'...those  who  do  not  know  the  plans  of  competitors  cannot  prepare  alliances. 
Those  who  do  not  know  the  lay  of  the  land  cannot  maneuvre  their  forces.  Those 
who  do  not  use  local  guides  cannot  take  advantage  of  the  ground.'  [113(book  11)] 
'A  major  military  operation  is  a  severe  drain  on  the  nation,  and  may  be 
kept  up  for  years  in  the  struggle  for  one  day's  victory.  So  to  fail  to  know  the  con¬ 
ditions  of  opponents... is  extremely  inhumane,  uncharacteristic  of  a  true  military 
leader,  imcharacteiistic  of  an  assistant  of  the  government,  tmcharacteristic  of  a 
victorious  chief.  So,  what  enables  an  intelligent  government  and  a  wise  military 
leadership  to  overcome  others  and  achieve  extraordinary  accomplishments  is 
foreknowledge. 

'Foreknowledge  cannot  be  gotten  from  ghosts  and  spirits,  cannot  be  had 
by  analogy,  cannot  be  found  out  by  calculation.  It  must  be  obtained  from  people, 
people  who  know  the  conditions  of  the  enemy.'  [113(book  13)]  (emphasis  added) 

C2  Modelling  Infonnation 

The  NATO  'Code  of  Best  Practice'  [121(^49)]  stipulates  the  following  requirements  for 
modelling  information  in  a  well  designed  model; 

•  Information  should  be  represented  as  a  commodity  with  definite  attributes. 

•  Information  should  flow  realistically  aroimd  a  battlespace. 

•  The  collection  of  information  involves  multiple  sources — ^information-collectmg 
assets  should  be  explicitly  tasked. 

•  The  processing  of  information  (filtering,  correlation,  fusion  etc.)  should  be  explicitly 
represented. 

•  systems  (including  the  network)  should  be  explicitly  represented  as  battlefield 
entities,  subject  to  targeting,  degradation  etc. 

•  The  perceptions  of  a  military  unit  must  be  built,  updated  and  validated  only  with 
the  information  available  to  &e  unit  at  the  time. 
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•  A  conunander's  decision  making  must  be  based  only  on  his  or  her  perception  of  the 
battlespace  at  the  time. 

•  Information  operations — deliberate  attack  on  and  defence  of  information  and  infor¬ 
mation  systems — should  be  represented. 

These  points  should  be  addressed  from  both  own  and  the  adversary  perspectives. 

C.3  Infonnation  Operations 

The  network  property  security  and  the  information  properties  secrecy  and  authenticity 
refer  to  the  domain  of  information  operations.  They  are  relevant  only  if  it  is  decided  to 
include  lO  in  the  model.  lO  are  very  important;  in  the  words  of  the  2000  Information 
Superiority  Workshop  conducted  by  the  Joint  Experimentation  Directorate,  US  Joint 
Forces  Command  [75(p.ll): 

'Actions  that  a  future  enemy  might  take  to  contest  friendly  battlespace  manage¬ 
ment  were  discussed.  The  consensus  was  that  RED  would  have  ihe  greatest 
impact  if  it  could  cause  BLUE's  command  and  control  and  targeting  functions  to 
question  the  accuracy  and  validity  of  its  information.  Injection  of  an  element  of 
doubt  would  increase  BLUE's  decision  cycle,  and  result  in  a  slower  tempo  of 
BLUE  operations.' 

(What  is  meant  by  'validity'  here?  Perhaps  this  is  equivalent  to  'authenticity',  as  defin¬ 
ed  in  §2.3.) 

Some  other  quotations  on  information  operations; 

'Information  Operations  are  essential  to  achieving  full  spectrum  domin¬ 
ance.  The  Joint  force  must  be  capable  of  conducting  information  operations,  the 
purpose  of  which  is  to  facilitate  and  protect  US  decision-making  processes,  and 
in  a  conflict,  degrade  those  of  an  adversary.'  [3(pp.2-14-15)] 

'Information  Age  warfare  will  place  a  premium  on  information  operations. 
Both  sides  will  seek  to  employ  a  range  of  tools  to  ensure  achieving  and  maintain¬ 
ing  an  information  advantage.  ...  Information  operations... include  exploitation 
of  the  information  systems  of  the  adversary  or  items  taken  from  it.'  [16(p.l09)] 

'Information  Operations  is  at  the  same  relative  stage  in  its  growth  and  utili¬ 
ty  that  special  operations  forces  were  10-15  years  ago;  i.e.,  the  joint  forces  are  just 
beginning  to  understand  the  proper  application  and  potential  contribution  of  lO 
capabilities.  When  using  lO,  the  distinction  between  strategic,  operational,  and 
tactical  levels  wiU  become  increasingly  bliured.'  [75(p.ll)] 

'These  changes  have  resulted  in  the  increasing  importance  of  information. 
And  as  our  dependency  for  information  and  connectivity  grows,  our  control  over 
our  infostructure  diminishes  and  our  vulnerabilities  increase.'  [128(p.28-3)] 
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